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DISCOVER
FINDINGS

CLINICAL MOBILITY 2018
LEVERAGING A SMARTPHONE STRATEGY
Smartphones are becoming increasingly common, and
healthcare organizations often lack a strategy on how to best
leverage these powerful devices. This report, KLAS’ first on
smartphones, sets out to clarify common strategies in healthcare
(see chart at right). Which vendors are most prevalent as sharedor personal-use devices? What are vendors’ key strengths and
weaknesses in healthcare? How have organizations successfully
incorporated BYOD into their strategy?

Smartphones in Healthcare
Corporation

Buyer

Complementary Solutions†

Strategy
(KLAS Designation)

Shared-Use

Primary
Users

Personal-Use

Care Team

Organizational
Control

Employee

BYOD

Physicians, IT, & Management

More Control
Easier to Secure

Less Control
Harder to Secure
† CYOD (Choose Your Own Device) is an industry term
that combines principles of personal-use and BYOD.

Shared-Use Phones: Apple’s Inadequacies Giving Rise to Zebra, Other Brands
Shared-use smartphones—which are checked out to care team
members—can consolidate the clinician toolbelt (pagers, wireless
phones, barcode scanners) and create efficiencies by enabling mobile
access to patient data. As the first smartphone, Apple had a head start
as a shared-use device. Older generation iPhones (pre-6s) are most
prevalent but have the most shortcomings for rounding workflows.
Newer iPhones/applications can solve some existing problems (like
Wi-Fi connectivity and native camera barcode scanning), yet other
issues remain (see table below). Few have adopted these latest models
due to cost, and some have decided to replace older models with
Zebra (previously Motorola), a healthcare-grade alternative. Also, two
prominent EHR and secure communications vendors now favor Zebra
over Apple due to Apple’s inadequacies. Zebra’s MC40 phones provide
better durability and an integrated scanner, and Zebra’s newly released
TC51-HC is lighter and faster than the MC40. Other healthcare-grade
smartphones, like Ascom, Honeywell, and Spectralink, each have
challenges and fewer customers to date. Samsung, like Apple, is not
healthcare grade and has little consideration.

Shared-Use Smartphones—Deployments
and Considerations
In KLAS' sample, 55 organizations provided feedback on their shared-use strategy. The counts
shown in the chart are convoluted as some organizations were using multiple device vendors,
replacing their current vendor, and/or in the buying process.
Being replaced

Apple†

Primary device in use

6

21

Zebra

10

Ascom

12

5

Honeywell

3

4

Samsung†

3

5

Spectralink

11
-10

Secondary device in use

1

1

Being considered

9

10

8
50

0

† Neither Apple nor Samsung devices are considered healthcare grade out of the box (see table below).

Shared-Use Vendor Strengths and Weaknesses
Of the vendors used in a shared-use environment, only Apple and Samsung were designed for personal use. For additional insights on Apple and
Samsung pertaining to personal-use devices, see the next page.
Honeywell

Samsung

Spectralink

Zebra

Strengths

Ascom

Wide usage. Easy to
use. Broad application
library.

Ruggedized for
healthcare. Has wireless
phone presence.

Ruggedized for
healthcare. Validated
use with applications
like Cerner and
AirWatch. Large screen
size. Reputation for
good services and
products (from printer/
scanner experience).

Swappable batteries.
Good Wi-Fi support.

Ruggedized for
healthcare. Strong
wireless phone
presence.

Wide consideration/
usage. Ruggedized for
healthcare. Long battery
life and swappable
batteries. Built in
barcode scanner.

Weaknesses

Apple

Requires ruggedization
for healthcare (i.e.,
sleds or covers for each
phone). Poor Wi-Fi
connectivity and no
built-in barcode scanner;
challenges addressed
by latest models and
new apps. No swappable
batteries—must purchase
extra devices. iOS
updates may break apps.

Few customers.
Proprietary software
and hardware—limited
application support
(e.g., EMR applications).
Smallest screen size of
any smartphone vendor
in report.

Few customers. Limited
smartphone brand
recognition. Bulky and
heavy.

Few shared-use
deployments. Requires
ruggedization for
healthcare. No
barcode scanner.

Few customers. Small
screens and proprietary
software. Not validated
in use with core EMRs.
No built-in barcode
scanner.

Older MC40 heavier
and has slower
processor; challenges
addressed in new
TC51-HC. Fewer apps.
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Personal-Use Phones: Apple a Must; Samsung Sometimes
Corporate-issued personal-use devices (used mainly by physicians and
management) do not need to be healthcare grade as they are used
mostly for team communication and off-site EMR access. Purchasing
decisions are driven by user preference (similar to BYOD), and Apple
is overwhelmingly the preferred brand. Nearly every organization that
issues personal-use phones offers Apple. Half also offer Samsung, but
almost exclusively as a secondary device—few feel they could offer only
Samsung without strong opposition. However, supplementing Apple with
a BYOD strategy that allows for other devices is a popular alternative.
While initial purchasing for personal-use smartphones was driven by
user preference, some organizations are reevaluating their strategy
based on Apple’s and Samsung’s strengths and weaknesses for personal
use. Apple’s usability and broad application library are key strengths.
Its ease of use limits configurability; however, IT professionals say this
makes the device more secure. Customers report issues with iOS system
updates breaking apps and with poor Wi-Fi connectivity when roaming
in a hospital environment—challenges not experienced with Samsung.
Samsung’s flexibility, on the other hand, makes it more difficult to secure
and makes it less intuitive for the less technical user.

Traits of a Successful BYOD Program
Whether or not oversight is provided, employees’ personal phones are
being used to access and share PHI. A BYOD program helps keep these
devices HIPAA compliant. BYOD can replace corporate-issued, personaluse smartphones but should not be used to replace corporate-issued,
shared-use devices, which must be healthcare grade. Successful BYOD
programs include:
•
•
•
•
•

Stipends—help justify usage of approved employee phones.
Approved messaging app using a secure communication solution (click
here for most recent KLAS ratings).
Remote device security/lockdown using an EMM/MDM (click here for most
recent KLAS ratings).
Means to access EMR (e.g., EMR app, Citrix).
Ongoing support for various devices/OS; without help, users can become
frustrated and revert to bad habits.

Personal-Use Smartphones—Deployments
and Considerations
Of the 114 randomly sampled organizations with a smartphone strategy, 45 have or are
considering personal-use devices.
Being replaced

Primary device

Apple

3

-10

Being considered

33

2

Samsung

Secondary device

5

12

2

7

1

0

50

Note: Apple and Samsung are the only vendors whose smartphones are being used as corporateissued personal-use phones by the organizations interviewed for this report.

Which Smartphone Vendor Do You Use?
Sole vendor deployed

Both Apple and Samsung deployed

20

Apple
1

Samsung

18

18

0

40

BYOD vs. Personal-Use Smartphones
Do you do BYOD and/or corporate-issued, personal-use smartphones? (n=78)

4%

Considering personal-use

13%

41%

Personal-use only

BYOD only

42%

Both

Securing Personal Health Information (PHI)
How are you securing PHI on personal devices? (n=92)

59%

Secure communication solution

55%

EMM/MDM solution
37%

PIN and/or other authentication
0%

75%

Benefits of Smartphone Use in Healthcare
KLAS asked organizations what their motivations were for purchasing smartphones. These are the most frequently mentioned for shared-use and
personal-use devices.
Most Desired Capabilities

Most Frequently Replaced Devices

n=60

n=58

Secure messaging

87%

Alert/alarm notifications†

10%

Tablets

3%
0%

12%

Workstations/computers on wheels

12%

Video connections

12%

Other smartphones

18%

Image sharing

28%

Hands-free communication badges

27%

Critical lab results

66%
59%

Barcode scanners

42%

Barcode medication administration/BPOC

Pagers
Legacy phones

60%

EMR mobility

100%

5%
0%

75%

† Includes notifications from alarm management, nurse call, code blue,
patient monitoring, and telemetry systems.
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READER RESPONSIBILITY:
KLAS’ website and reports are a compilation of research gathered from websites,
healthcare industry reports, interviews with healthcare provider executives
and managers, and interviews with vendor and consultant organizations. Data
gathered from these sources includes strong opinions (which should not be
interpreted as actual facts) reflecting the emotion of exceptional success and,
at times, failure. The information is intended solely as a catalyst for a more
meaningful and effective investigation on your organization’s part and is not
intended, nor should it be used, to replace your organization’s due diligence.
KLAS data and reports represent the combined opinions of actual people
from provider organizations comparing how their vendors, products, and/
or services performed when measured against participants’ objectives and
expectations. KLAS findings are a unique compilation of candid opinions
and are real measurements representing those individuals interviewed. The
findings presented are not meant to be conclusive data for an entire client
base. Significant variables including organization/hospital type (rural, teaching,
specialty, etc.), organization size, depth/breadth of software use, software
version, role in the organization, provider objectives, and system infrastructure/
network impact participants’ opinions and preclude an exact apples-to-apples
vendor/product comparison or a finely tuned statistical analysis.
We encourage our clients, friends, and partners using KLAS research data to
take into account these variables as they include KLAS data with their own due
diligence. For frequently asked questions about KLAS methodology, please refer
to the KLAS FAQs.
COPYRIGHT INFRINGEMENT WARNING:
This report and its contents are copyright-protected works and are intended
solely for your organization. Any other organization, consultant, investment
company, or vendor enabling or obtaining unauthorized access to this report
will be liable for all damages associated with copyright infringement, which
may include the full price of the report and/or attorney’s fees. For information
regarding your specific obligations, please refer to the KLAS Data Use Policy.
ABOUT KLAS:
For more information about KLAS, please visit our website.
OUR MISSION:
KLAS’ mission is to improve the delivery of healthcare technology by
independently measuring and reporting on vendor performance.
NOTE:
Performance scores may change significantly when including newly interviewed
provider organizations, especially when added to a smaller sample size like in
emerging markets with a small number of live clients. The findings presented are
not meant to be conclusive data for an entire client base.

www.KLASresearch.com
630 E. Technology Ave. Orem, UT 84097
Ph: (800) 920-4109 | Fax: (801) 377-6345
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ABOUT THIS REPORT
Each year, KLAS interviews thousands of healthcare professionals about the products and services
their organizations use. Generally, these interviews are conducted using a standard quantitative
evaluation, and the scores and commentary collected are shared online in real time so that other
providers and IT professionals can benefit from their peers’ experiences. To supplement the data
gathered with this standard evaluation, KLAS also creates various supplemental evaluations that
target a subset of KLAS’ overall sampling and delve deeper into the most pressing questions facing
healthcare technology today.
The data in this report comes only from the latter evaluation type and was collected over the
last six months. It includes perspectives from 114 organizations who issue smartphones to their
employees (or a subset thereof), have a bring-your-own-device (BYOD) policy for smartphone
management, or are considering one or both of these strategies. This research excluded
organizations that have no policy in place to deal with smartphone usage. Specifically, this
research looks at provider organizations’ smartphone strategies (BYOD vs. corporate-issued) and
buying preferences as well as the prevalence of various smartphone vendors in healthcare.

KLAS Konfidence Level and Asterisks
Because this report looks at market usage and buying decisions rather than performance ratings,
KLAS’ normal data-level standards do not apply. Those products that are being considered by
or have been installed at relatively few organizations will be clearly displayed as such in charts,
and discussions about these products will include that context. In cases where feedback about
vendors is limited due to low market usage, KLAS’ details/analyses may also be limited.
Since charts in this research are a representation of counts rather than performance ratings, KLAS’
standard practice of using asterisks in charts to denote limited sample sizes has been dispensed
with.

Shared-Use Devices, Personal-Use Devices, and BYOD
Throughout this report, the charts and analysis are broken out based on whether respondents’
smartphones are corporate issued (either for shared use or personal use) or individually
purchased and used for work as part of a BYOD program.

Figure 1

Smartphones in Healthcare
Corporation

Buyer

Employee
Complementary Solutions†

Strategy
(KLAS Designation)

Shared-Use

Primary Users

Care Team

Organizational
Control

More Control
Easier to Secure

Personal-Use

BYOD

Physicians, IT, & Management
Less Control
Harder to Secure

† CYOD (Choose Your Own Device) is an industry term that combines principles of personal-use and BYOD.
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Organizations may use any combination of these strategies. The use cases for each are outlined
below:
1.	 Shared-use smartphones: Corporate-issued devices that stay in the hospital and are
checked out by hospitalists, nurses, therapists, and other members of the care team for
use during their shift.
2.	 Personal-use smartphones: Corporate-issued smartphones that stay with an individual
when they leave the hospital, essentially becoming their device. These are most frequently
issued to physicians and management for off-site EMR/application access and secure
communication.
3.	 BYOD: Smartphones individually purchased by employees (often subsidized with a
stipend) that belong to the employee but are used for work. These devices are frequently
used by physicians and management for off-site EMR/application access and secure
communication.
CYOD (choose your own device) is a cross-industry term that blurs the lines between personal-use
smartphones and BYOD. It includes offering an approved list of devices that either the company
purchases or that employees can purchase with a stipend. Since the term CYOD makes it unclear
who purchased the phones, KLAS uses separate categorization (BYOD and personal-use) to keep
the identify of the buyer clear. In this report, the term BYOD is used explicitly to refer to noncorporate-issued devices.
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INTRODUCTION
“We feel smartphones are going to be the future. Healthcare organizations have just scratched
the surface of this technology, and it will expand rapidly.” This opinion, from a healthcare CIO, is
shared by many healthcare professionals. Ubiquitous as personal devices are for communication
between healthcare providers, smartphones have yet to see the widespread usage and application
in healthcare that they have seen in other industries. However, as organizations look to replace
a number of devices (e.g., pagers, wireless phones, and barcode scanners), smartphones are a
natural consolidation option, either through corporate-issued devices or a bring-your-own-device
(BYOD) strategy.
However, caregivers’ needs vary, and not all devices are suitable for all users. Which devices are
most predominant as personal-use phones by management and physicians? Which are most
common as shared-use devices for nurses or others on a care team or in a department? What are
the pros and cons of each type of device? And what are the keys to a successful BYOD program?
To answer these questions, KLAS spoke with 114 provider organizations that have a smartphone
program in place. To be included in this research, organizations must either
• issue (or have plans to issue) smartphones to a subset of their employees;
• have a BYOD strategy in place (that involves more than just tacit acceptance of employees
using personal phones for work); or
• have some combination of both.
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WHY SMARTPHONES IN HEALTHCARE?
By themselves, the communication and efficiency benefits of mobile devices create a compelling
case for smartphones in healthcare. And in some cases, the transition to smartphones is being
hastened by the need to replace existing devices that have reached their end of life. Additionally,
nurse demand for smartphones is bolstered even further by the desire to consolidate other
devices traditionally found in the nurse tool belt (e.g., wireless phones, barcode scanners, and
alarms and alerts for code blue scenarios, patient monitors, and other notification systems).
One IT manager reported the benefits his organization has achieved by integrating Cerner’s
platform for mobile devices with the Zebra MC40 phones: “We have integration between CareAware
Connect on the MC40s and our nurse call system, so if a patient needs ice, he or she can just hit the
ice button in the nurse-call pillow speaker, and a clinical assistant will be notified on the MC40. If a
patient hits the pain button in the nurse-call pillow speaker, an RN will be notified, and the RN can
call the patient back directly on the patient’s pillow speaker through the MC40. If a patient hits the
pain button and the nurse doesn’t respond within a minute, the system escalates the request based
on the characteristics on the patient’s profile, and the request will go to another nurse or a charge
nurse. That integration really helps the staff out. Instead of having to walk 10 miles a day on the
floors, our staff members are only walking half as much because they can take calls directly from
patients. Code-blue alerts are also delivered through CareAware Connect in connection with our
nurse call system. CareAware Connect is a really great tool.”

Figure 2

Most Frequently Replaced Devices
n=58

Pagers

66%

Legacy phones

59%

Barcode scanners

28%

Hands-free communication badges

12%

Other smartphones

12%

Workstations/computers on wheels

10%

Tablets

5%
0%

75%
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When organizations are considering which smartphone(s) to deploy, one key consideration is what
applications will be used on the devices and what capabilities will be needed. The applications/
capabilities that most frequently drive demand are secure messaging, EMR mobility, alerts,
and barcoding. Both secure messaging and EMR mobility are applicable for all members of the
care team, whereas alerts, alarms, and barcoding are much more specific to nurses and their
workflows (though physicians are also included on certain code-alert teams).

Figure 3

Most Desired Capabilities
n=60

Secure messaging

87%

EMR mobility

60%

Alert/alarm notifications†

42%

Barcode medication administration/BPOC

27%

Critical lab results

18%

Image sharing

12%

Video connections

3%
0%

100%

† Includes notifications from alarm management, nurse call, code blue, patient monitoring, and telemetry systems.

To gain these capabilities, nearly two-thirds of organizations issue smartphones to a subset of
their employees; another 11% are considering doing so. Corporate smartphone strategies vary
depending on the level of control organizations want to have over the devices as well as the needs
they are trying to meet.
Shared-use phones are next-generation devices for organizations that want to consolidate
the nurse tool belt and enable their care teams to leverage the efficiencies of a mobile device;
adoption of shared-use strategies is on the rise in healthcare. Organizations have a high degree
of control over shared-use devices, which are shared by a care team within a department or ward
and are used only for work-related applications. Shared-use devices do not leave the hospital and
must be healthcare grade so they can withstand the wear and tear of being dropped and being
cleaned with harsh cleaning agents. Without some form of ruggedization, the consumer devices
from Apple and Samsung (which are frequently used as corporate-issued personal-use phones
and for BYOD) are insufficient.
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Organizations that want to facilitate communication with physicians or management personnel
and that want to enable off-site access to the EMR or other corporate information and applications
can choose a personal-use phone strategy or a BYOD strategy. Demand for such strategies
has increased as organizations have turned to secure communication platforms to make
their clinician-to-clinician communication HIPAA compliant. (For current KLAS data on secure
communication vendors, click here.) Historically, a number of organizations issued personal-use
smartphones to meet this need, but this is becoming less commonplace today.
Instead, BYOD strategies are on the rise as a supplement to existing personal-use smartphone
programs or as a complete replacement of such programs. An organization has less control over
personal-use devices than shared-use devices, but the organization still owns personal-use
devices and can dictate the terms of use. In a BYOD environment, the organization has limited
control over the devices. The organization may require various security measures, but the user has
full ownership of the device.

Figure 4

Smartphone Strategy

Does your strategy entail personal-use smartphones, shared-use smartphones, or BYOD?
(n=111)

BYOD only
27%

Both personal- and
shared-use
17%

Personal-use only
23%

Shared-use only
32%

Note: The percentages above include organizations that either issue or are planning to issue such devices.

Of the 114 organizations interviewed for this research—all of which have a smartphone strategy
in place—over 80% have some form of BYOD in place. At the same time, nearly two-thirds also
offer corporate-issued smartphones. Fewer than 5% of interviewed organizations are considering
reducing the number of corporate-issued devices at their organization. These organizations all
have personal-use strategies and have decided to move toward a more BYOD environment.
As health systems look to deploy smartphones or a BYOD strategy, they first need to consider
their use cases for such devices, who the primary users will be, and whether the phones will be
personal-use devices or shared-use devices.
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SHARED-USE SMARTPHONES FOR NURSES AND OTHER
CARE TEAM MEMBERS
Though the use of smartphones in healthcare initially began with the issuance of personal-use
devices for physicians and management personnel, the deployment of shared-use devices is on
the rise. At this point, few organizations are looking to have only a personal-use strategy. Instead,
over 85% of purchasing is geared toward implementing or extending smartphone programs
to include shared-use devices for caregivers. One CIO explained, “The majority of employees
in a healthcare environment like mine are still just nurses who are hourly workers. We don’t buy
smartphones for them, and we can’t expect them to use their own smartphones. When they come to
work and are at the bedsides, they need mobility tools, so I need to be able to provide them with a
corporate solution.”
One-third of the 24 organizations buying phones are hopeful they can get devices that will cover
the needs of both their personal-use and shared-use devices. However, shared-use devices
must be healthcare grade, and organizations are finding that a one-size-fits-all approach to
smartphones is not always feasible. For example, if an organization would like to use Apple or
Samsung for its personal-use and shared-use phones, the phones must be ruggedized so that they
can withstand the wear and tear of a shared-use environment. This includes purchasing costly,
durable sleds that include a barcode scanner.

Figure 5

If Purchasing Smartphones, Will You Be Purchasing Shared- or
Personal-Use Devices?
n=24
Personal-Use Only
13%

Both
33%

Shared-Use Only
54%
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It is important that organizations understand the needs of the hospitalists, nurses, respiratory
therapists, and other care team members who will be using the shared-use devices. If deployed
appropriately, these phones can consolidate the number of additional gadgets—such as wireless
phones, barcode scanners, hands-free communication badges, and even COWs—that care team
members have to use and also minimize their dependence on such gadgets. Additionally, shareduse devices can help improve efficiency and reduce reliance on fixed workstations by routing
alarms, calls, results, and other relevant patient information to the individuals who need to see
it, regardless of where they are physically. Some even think that smartphones could eliminate the
need for computers in patients’ rooms, though this is not a reality today.

Figure 6

Shared-Use Smartphones—Deployments and Considerations
In KLAS’ sample, 55 organizations provided feedback on their shared-use strategy. The
counts shown in the chart are convoluted as some organizations were using multiple
device vendors, replacing their current vendor, and/or in the buying process.
Being replaced

Apple†

Primary device in use

6

21

Zebra

10

Ascom

1 2

Honeywell

3

Samsung†

3

Spectralink

11
-10

Secondary device in use

1

1

Being considered

9

10

5
4
5
8

0

50

† Neither Apple nor Samsung devices are healthcare grade out of the box, meaning they need a barcode scanner and
ruggedization to withstand abuse and better hold up to cleaning agents.

Provider organizations are using or considering a broad swath of vendors for their shared-use
strategies. When looking at which vendors are prevalent in provider organizations’ shared-use
environments, it is important to keep in mind some historical context. Apple was the smartphone
innovator and thus had a large head start in healthcare as organizations looked to innovate and
gain mobile access to applications like the EMR.
Apple’s sizable lead in deployment, however, is not an indication that their devices are best
equipped for a shared-use setting. While 28 total organizations are currently using Apple in
shared-use environments, nearly one-quarter (6) say they are replacing or reducing their usage of
Apple devices. Additionally, 3 of the 10 Zebra customers in KLAS’ random sampling reported that
they used Apple phones before switching to the Zebra MC40 because it was better equipped for
healthcare. So while Apple has a strong position within healthcare when it comes to personal-use
devices, their position as market share leader seems much less secure for shared-use devices.
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Why is Apple becoming less attractive to those looking for shared-use devices? Much of Apple’s
market share today is made up of older generation devices (those prior to the iPhone 6s), which
have a number of limitations, according to healthcare organizations. Newer generation phones
(iPhone 6s and newer), rectify some but not all of these challenges; however, few organizations
are using them today because of their high price.
Some of Apple’s strengths regardless of device are the phones’ ease of use, application library, and
security. However, healthcare workflows necessitate other needs, such as better device durability,
an integrated barcode scanner, and longer battery life. Since nurses are the primary users of
shared devices, the devices are subjected to a lot of wear and tear and cleaning in everyday
use. Organizations frequently state that Apple’s smartphones (as well as Samsung’s) have to be
ruggedized to become “healthcare grade,” meaning able to withstand being dropped and being
cleaned repeatedly to reduce the risk of infection. Additionally, any sleds or cases bought for these
phones have to be tested to see how they hold up to hospital-grade disinfectants.
Additionally, Apple smartphones cannot currently support barcode scanning without the
attachment of a bulky sled that integrates that functionality into the device. (Some recent apps
have been released to rectify the inability to do barcode scanning through the camera, but they
have not been broadly adopted to date.) Also, the inability to swap out a battery in an iPhone
means that organizations must purchase a number of additional phones to be used as backups
while the others charge. For users with shorter shifts, the battery life may not be as big of a
concern, but the more the phone is used or the longer a shift, the more likely an individual will
need a backup device. And needing additional sleds and devices leads to increased cost.
One CIO spoke of these challenges: “The iPhone has been a challenge in terms of barcode scanning
sleds. We have been using a barcode scanning sled that hasn’t been very durable, so I have been
working very closely with Apple to round out their tool. We really need better sled solutions so that
we can have a fully solid solution; we just haven’t found the home-run sled. There are no vendors that
make a sled with a hot-swap battery for iPhones. The vendors we are working with have a case with
an extra battery in it, but it isn’t the same as having a hot-swap battery. So we have to buy a lot more
iPhones because when we can’t swap batteries, we have to just wait until the phones charge again.
Because we can’t take out the battery to charge our iPhones, we have to plug them in to charge
them. In terms of cost and usability, it would be far better if at the end of a nurse’s 12-hour shift we
could pop the battery off a case and put a new one in. Instead, we are basically having to double up
on phones.”
One other issue mentioned with Apple phones is Wi-Fi connectivity, especially with older
generation phones (those earlier than the 6s). Many customers note that the phones work better
on a cellular network and that dropped calls and delayed messages can occur when the phones
are using Wi-Fi. Moving from access point to access point can cause applications to freeze or crash
as the device loses connectivity. Some organizations’ shared-use devices operate exclusively off
Wi-Fi, making Apple’s shortcomings even more problematic. Newer versions of Apple’s iPhones
(generation 6s and later) incorporate better hardware and a public partnership with Cisco for Fast
Lane, which helps resolve some of these challenges by offering better support for Wi-Fi roaming
and voice over Wi-Fi. However, few organizations to date have taken advantage of these upgrades
as the latest Apple phones are pricey. Some organizations using older phone versions say they
made the switch to Android devices specifically because of the Apple phones’ Wi-Fi issues.
Organizations using Android devices like the Zebra or Samsung phones do not mention such
issues.
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Key Criteria for Shared-Use Purchasing
•
•
•
•
•
•
•
•

Durability (healthcare grade)
Battery life and swappable batteries
Barcode scanning support
Wi-Fi infrastructure
Device Wi-Fi connectivity
Application support (e.g., EMR)
Device sterility/ability to be cleaned
Screen size

After Apple, the vendor with the most traction for shared-use devices in healthcare is Zebra
(previously Motorola). Among the organizations in KLAS’ sample looking to deploy shared-use
smartphones, Zebra has the widest consideration, though their lead over Apple and Spectralink is
narrow. The Zebra phones run on the Android operating system and address many of the concerns
that healthcare organizations have with the Apple phones. The Zebra phones come with a built-in
barcode scanner. They also have great battery life, and the battery can be swapped out if needed.
Additionally, in terms of durability, Zebra phones are seen as healthcare-grade devices and can
withstand drops with little damage. One CIO stated, “Zebra’s phones don’t have issues maintaining
their connection to the wireless network. They are very good phones. We can drop them from several
feet, and they don’t break. We can use them to barcode, and we can use them to run some of the
functionality for Epic’s Rover system. The Zebra phones are great, and the nurses love them. The
nurses are very happy.”
The most widely used Zebra model today is the MC40. However, as this phone combines a number
of functionalities into one device, it is often heavier than users would like. Also, the MC40 is seen
as an older phone with a slower data processor. Zebra’s newest model—the TC51-HC (which first
became available to customers in late 2017, at the tail end of this research)—is lighter and has an
updated processor. Early feedback from users in this report’s sample is positive, albeit limited.
Outside of Apple and Zebra, other vendors are less widely deployed and considered. Thus KLAS’
ability to talk about how they meet customers’ needs is limited. Generally, these devices are more
rugged and seen as healthcare grade (with the exception of Samsung).
Behind Apple and Zebra, Spectralink is the next most widely considered vendor. However, only
two organizations in this report’s sample currently use the Spectralink PIVOT phones, and one
of these organizations is replacing the devices. Spectralink has long offered phone systems and
wireless phones to health systems and thus enjoys more brand recognition than other vendors,
but this has not lead to widespread adoption of their mobile phone. The first generation device
was very bulky, and while Spectralink is considered more capable than other vendors that offer
shared-use devices, some say the Spectralink phones are not supported by core applications, like
those from Cerner: “We did a trial of the Spectralink PIVOT phones on the floor, and the staff loved
them. Unfortunately, they are not certified by Cerner” (director).
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Ascom also has some name recognition in the market thanks to their history with wireless phones
and other nurse-focused technologies (e.g., nurse call solutions, alarm management middleware,
and a patient-monitor partnership with GE Healthcare). However, fewer people in KLAS’ sample
are aware of or interested in Ascom’s Myco and Myco 2 smartphones, often due to the screen size.
Organizations who have evaluated the Ascom phones report that the devices are hit or miss in
their ability to support needed applications. One VP stated, “The Myco is nice and light, but it has
a small enough screen that it is not certified for Epic. It won’t run Epic Rover, which is the clinical app
that we need to be able to run.”
Interest in Samsung devices is lower when it comes to shared-use devices. Like Apple phones,
Samsung’s are not healthcare grade and require ruggedization. Provider organizations feel that
other options, like the Zebra phones, are a better fit for healthcare while still offering the flexibility
that comes with an Android system. One director stated why her organization shied away from
both Samsung and Apple: “We didn’t purchase the Samsung smartphones because we didn’t want
to buy a phone and have to make it more rugged. With Androids or iPhones, we would have to go
through the heartache of finding the right phone cases and doing infection control testing. We
wanted to go with a company that would do those things for us. We wanted a fully functional device
that didn’t require any work from us.”
Honeywell offers devices specific for healthcare, though one CIO said they are only “slightly better
than middle-of-the-road phones.” Honeywell has limited adoption in healthcare and has little
brand recognition: “I am pretty sure that Honeywell made my furnace, but I don’t know anything
about their phones.” Though deployment has been limited, feedback from those who have used
the Honeywell phones has been positive. One IT director talked about the advantages of using
Honeywell: “We found that we had a lot more success with devices built specifically for healthcare; I
didn’t have to figure out a whole different infection-control process, and the voice-quality was much
better with those devices. Honeywell did a good job.”
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PERSONAL-USE SMARTPHONES FOR PHYSICIANS/
MANAGEMENT
When healthcare organizations issue personal-use devices to employees, these devices are most
frequently issued to physicians and individuals in management. Often, personal-use programs aim
to reduce dependency on older devices, like pagers, while facilitating communication and mobile
access to the EMR. As is the case any time technology changes, there are those in healthcare who
still cling to their older technology and don’t want to learn a new device: “We have gotten rid of
our legacy phones and quite a few pagers, but there are some physicians who, for some reason, just
won’t give up their pagers. We only have a few of the pagers left, and it is mostly older physicians who
have kept their pagers” (CTO).

Figure 7

Personal-Use Smartphones—Deployments and Considerations
Of the 114 randomly sampled organizations with a smartphone strategy, 45 have or are
considering personal-use devices as either a primary or secondary device.
Being replaced

Apple

Primary device in use

3

33

2

Samsung

-10

Secondary device in use

5

0

12

Being considered

2

7

1

50

Note: Apple and Samsung are the only vendors whose smartphones are being used as corporate-issued personal-use phones
by the organizations interviewed for this report.

To make the shift as easy as possible for this group, organizations tend to rely on Apple and
Samsung, the two biggest names in the consumer smartphone market. These vendors largely
meet physicians’ and management’s needs, so other vendors receive little consideration. This is
indicative of the fact that decisions around personal-use devices within healthcare are consumerdriven decisions and often reflect the personal preference of the majority who will be using these
devices. Few organizations to this point have made a conscious decision to go to either Apple or
Samsung based on the unique merits of either vendor’s technology. In fact, some organizations
offer both types of phones in order to be able to cater to those that prefer the Android-based
Samsung and those that prefer Apple. One CIO explained, “We selected Apple and Samsung
because they provide the phones that people want to carry. When our employees get corporateissued mobile phones, our policy allows them to use the phones for limited personal use. The phones
become their personal smartphones, so people feel a lot of brand loyalty to their phones.”
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Figure 8

Which Smartphone Vendor(s) Do You Use?
Sole vendor deployed
Both Apple and Samsung deployed

Apple

20

Samsung

1

0

18

18

40

Purchasing decisions for personal-use devices are often based more on personal preference
and familiarity, and Apple is far and away the brand of choice for healthcare organizations that
have issued personal-use devices. Of the 45 organizations in KLAS’ sample that already issue
personal-use devices or are considering offering them, every organization is either using Apple
or considering them. In comparison, Samsung is used by fewer than half of those organizations.
Furthermore, only one organization uses Samsung as the sole corporate-issued device—in every
other case, when organizations issue Samsung devices, they also offer Apple devices. In contrast,
there are many organizations that offer only Apple smartphones. Healthcare organizations feel
obligated to offer Apple as it is the preferred physician brand today.
In a few cases (three for Apple and two for Samsung), healthcare organizations are planning to
reduce the number of devices currently offered by the given vendor (as they begin to support
BYOD) or to switch to the other vendor entirely. This small subset of organizations made their
initial brand decision based on the personal preference of the majority. However, over time, these
organizations weighed the merits of both vendors and made a decision to switch from Apple to
Samsung or vice versa based on their organization’s needs and their perceptions of the vendors’
strengths and weaknesses.
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THE AGE-OLD QUESTION: APPLE OR SAMSUNG?
Time will tell how many more organizations decide to shift their corporate-owned-phone
policy and choose a vendor based not on user preference but on which brand best meets their
organization’s needs. Decisions will likely continue to be influenced by factors such as security,
communication, and mobile applications, all of which are becoming increasingly important to
organizations.
With smartphones, device configurability and device security are often at odds with each other,
and there is usually a tradeoff between the two. Healthcare organizations most frequently point to
these two factors as the key differentiators between Apple and Android (Samsung being the most
predominant Android hardware manufacturer for personal-use phones in healthcare).
Apple phones are often described as having limited configurability. For some organizations, the
lack of configurability is seen as a positive, as it makes the devices easier to use and support.
While Apple has the broadest library of applications, some say the apps or settings are limited due
to the strict guidelines Apple has in place (like the ability to adjust the mute setting). Apple’s strict
protocol for vetting apps can in some cases limit what their devices can do. On the other hand,
users say the strict protocol also limits their exposure to security vulnerabilities. One IT director
listed the pros and cons of both operating systems: “I see the advantages of Android. We can do
more with Android devices, and they are more powerful tools than other devices. But because of that,
they are also more complicated. . . . I don’t like that Apple is so controlling and locks stuff down, but
the fact that they do lock things down is a blessing in a work environment. . . . [If it were up to me], I
would have stuck with all Apple devices simply because they are more secure and because they were
built for business. We can do more with Android devices. They are kind of wide open, which makes
them not as secure and harder to lock down.”
In KLAS’ sample, for every person that emphasized configurability (e.g., the IT director who said,
“I like to be able to configure everything under the sun on my Android phone. The Apple operating
system is very limited in terms of configuration.”), there seemed to be another who focused on the
tradeoff to security, like this CIO: “I don’t trust the security on Android phones. There is a lack of
standardization. I love the cost of the phones, but I don’t want the security risk. I feel like there is so
much change even within a product line from a vendor on their own platform, so there is not a lot of
platform stability.”
Another challenge mentioned by organizations that have Apple devices is tied to the iOS upgrade
process. Since application developers don’t generally have access to the latest iOS version before
it is available, system updates to iOS can break certain apps until those apps are updated. This can
make device management a headache. One CIO explained: “Whenever Apple does updates, they
don’t consider the healthcare aspect. When they send out an update, our other vendor has to test the
update and tell us whether it is okay to use. However, that vendor’s testing isn’t foolproof. When we
roll out updates to hundreds of devices, we run into issues that no one can predict. We are currently
working with Apple to resolve an issue. Since we did one update, the devices keep dropping off of our
Wi-Fi. I don’t feel that Apple really looks at the healthcare perspective.” Upgrades to the devices are
also hard to roll back if issues are uncovered, further exacerbating challenges.
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Below is a summary of the tradeoffs between Apple and Android (Samsung) that provider
organizations mentioned when talking about their purchasing decisions for personal-use devices
(a list of strengths and weaknesses for shared-use devices is given later).

Figure 9

Apple vs. Android: Tradeoffs to Consider for Personal-Use Devices

OS

Apple

Strengths

•
•

•

Android (Samsung)

•
•
•

Weaknesses

Easy to use (fewer options
to configure).
Broad library of
applications—supported
by almost all key
vendors (EMR, secure
communication, etc.).
Security—perception that
apps are more vetted
by Apple, minimizing an
organization’s risk
of exposure.

•

Strong configurability
and flexibility.
Fewer challenges
with upgrades.
Affordability of other
Android options outside
of Samsung.

•

•

•

•

Added vetting of apps
limits configurability.
System upgrades are
released in a way that
can break apps until fixed
through retrospective
vendor testing/
updates. Rollback of
updates is difficult.
Screen size can be limited
(device dependent).

More limited
application library.
Added flexibility and
configurability
increase perceived
security vulnerabilities.

While a BYOD program may be an organization’s sole smartphone strategy, it may also be used as
a way to supplement a program of supported, personal-use devices. BYOD can be a viable option
for physicians and other individuals when coupled with a secure communication solution and
other technology, like a mobile device management (MDM) solution. BYOD can support users’
individual preferences for brands and models without putting undue burden on the organization
by requiring them to offer an exhaustive array of smartphones.
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TO BYOD OR NOT TO BYOD? (HINT: IT’S TO BYOD)
Security, cost, and various employee workflows have led many organizations to adopt a dual
approach of BYOD and employer-issued smartphones. A BYOD strategy can complement or replace
a personal-use strategy within an organization. However, it should not be used as a replacement
for shared-use devices, which must be healthcare-grade durable, include healthcare-specific
tools (e.g., a barcode scanner), and have a longer battery life. One CIO shared, “The success of
BYOD depends on the department and the staff’s role. Nurses need to be able to grab a device and
immediately start working. They need to have the same technology, performance, apps, and security.
BYOD doesn’t work well for those requirements. But BYOD has worked well for physicians. We can’t
afford to buy the staff iPhones, but 75% or more of our doctors own iOS devices, and most of them
keep their phones up to date.”
Among the organizations KLAS randomly sampled that currently have a smartphone strategy in
place, over 40% offer both BYOD and corporate-issued programs.

Figure 10 BYOD vs. Personal-Use Smartphones

Do you do BYOD and/or offer corporate-issued, personal-use smartphones? (n=78)

Considering personal-use
4%
Personal-use only
13%

BYOD only
41%

Both
42%
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There are advantages and disadvantages to BYOD programs, but since over 80% of organizations
have some form of BYOD in place, it is clear that the strategy is here to stay. BYOD allows
individuals to use their own phones (consolidating the number of devices they must carry),
while reducing the organization’s hardware expense: “People like using their own phones because
they are familiar with them. We feel that we save money overall because users take care of their
personal property better than company-issued property” (CIO). Some organizations have taken
this to the extreme as a means to reduce their dependence on physical workstations within their
organization. A CIO explained, “We transitioned to a full BYOD program [for our physicians]. We
have almost completely deployed our VDI [virtual desktop infrastructure], so we have fewer than
10 physical PCs left in our organization. We have over 500 people logged in to our VDI at any point
in time. As long as our people use a secure browser, they can use our VDI anytime, anywhere. We
thought that a VDI would be too difficult to use on things like iPads, but our physicians don’t have
any complaints. Our people can sit by the pool on vacation and connect to a VDI session. That has
changed our whole strategy.”
Most organizations, however, have taken a middle path and offer BYOD as a supplement to
corporate-issued personal-use phones. To facilitate this, some offer stipends (to those qualifying)
to subsidize the purchase of such devices. This allows the organization to require that the phones
be used for work, while still leaving the responsibility for the device to the individuals. This means
stipend-subsidized BYOD programs enable organizations to reduce the costs that would otherwise
stem from lost, broken, or stolen devices while being able to support and encourage their usage
within the organization. For example, when individuals are given a stipend as part of a BYOD
program and told they can use the phone they purchase as their personal phone and their work
device (with some usage guidelines), then fewer phones end up lost or broken since employees
are responsible to replace their phone at full cost should it get broken or lost.
The success of a BYOD program hinges on the ability to keep PHI secure. Some say they have
not implemented a BYOD program because they have not figured out how to secure employees’
devices: “We are not doing BYOD right now. We may do it in the future. The problem is security. We
haven’t figured out our security yet. The entire healthcare industry hasn’t figured out security yet, so
we just don’t want to add another problem” (IT manager).
However, others don’t think this concern is particularly valid: “Physicians and nurses have each
other’s mobile numbers, so they can communicate by SMS texting, but that isn’t HIPAA compliant,
even though everybody does that; it is the biggest non-secret in healthcare” (IT manager).
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Figure 11 Securing Personal Health Information (PHI)
How are you securing PHI on personal devices? (n=92)

Secure communication solution

59%

EMM/MDM solution

55%

PIN and/or other authentication

37%

0%

75%

With BYOD becoming more and more of a reality, figuring out how to secure the devices is key.
Secure communication solutions are being deployed as are MDM solutions and more broadreaching enterprise mobility management (EMM) solutions. Only 6% of organizations that allow
BYOD do not have some sort of security protocol in place. 35% are using multiple solutions, like a
combination of an MDM solution and a secure communication solution.
When considering which security solutions are appropriate for a mobile device, decision makers
mention the following criteria most frequently:
• Ability to remotely wipe/lock down a phone
• Administrative control over apps
• Secure messaging and email
• Encryption of phone (at least the work-related portion)
• Traffic and risk monitoring of the network
• Multiple layers of sign-in authentication (such as PIN and biometrics)
• Login monitoring (and timeouts)
• Access to PHI but no local storage on personal device
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Many view secure texting as a must-have tool, though which solution is deployed is not as big of a
differentiator to providers when they are talking about the success of a BYOD program. (For more
information on secure communications solutions, see KLAS’ 2017 secure communications report ).
MDM solutions, however, have more of an impact on the overall outcome of a BYOD program.
Which MDM solution is best depends largely on the operating system in use (i.e., Apple vs.
Android). The most commonly used MDM/EMM solution is VMware AirWatch. One CIO explained
the benefits of deploying such a solution: “We have our AirWatch tool available for the management
of our employees’ devices that have certain apps on them. The AirWatch tool allows us to control the
security policies of a device and contain the apps. Everything stored on a phone is encrypted, and
if a device gets lost, it can be remotely wiped. We can enforce passwords at the device level or the
application level.”
Other organizations in this research are using MobileIron and IBM MaaS360. In an earlier report,
KLAS found that AirWatch is strong for Apple devices but has more difficulty dealing with Android
devices (though some Android users did note recent improvements in their device support).
However, customers feel AirWatch’s functionality exceeds MobileIron’s or IBM’s. Click here to see
findings on MDM as well as other security solutions used in healthcare.

Figure 12 BYOD Success

How successful has your BYOD program been? (n=96)
Unsuccessful
4%
Very successful
24%

Neutral
30%

Successful
42%
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The success of BYOD programs can vary. While almost no interviewed organizations feel their
BYOD program has been unsuccessful, some feel the results have been lukewarm to date.
What can provider organizations do to ensure success? Below are some of the strategies that
organizations mentioned as helping or hindering their success.

Figure 13
Successful Strategies

•
•
•
•
•

•

Provide a stipend—this helps employees
justify using their own phones and data
plans for work.
Offer secure communication applications
for texting.
Secure the device remotely, using an
EMM/MDM.
Facilitate access to corporate content as
a value-add (e.g., remote EMR login via
vendor’s app or Citrix).
Let employees disconnect while not on
call (allowing for personal life privacy,
and for hourly employees to stay off
the clock).
Whitelist or blacklist applications
if necessary.

Less Successful Strategies

•

•

•
•

Have too much or too little control—
heavy monitoring of personal devices
gives the feeling that big brother is
watching, whereas a complete lack of
enterprise control of applications can
increase an organization’s risk/exposure.
Lack an MDM/EMM solution or choose
one that doesn’t have broad device
support (e.g., supports Apple or Android
but not both).
Lack dedicated IT support to
troubleshoot challenges
with applications.
Don’t fully commit to a BYOD plan (e.g.,
still maintain pagers while also offering
BYOD support).
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Figure 14 Respondent Job Level
n=114

Other
4%

VP/Other
Executive
6%

Manager
6%

CIO
32%

Director
36%

CMIO
10%
CTO
3%

CNO
4%

Figure 15 Smartphone Strategy

Does your strategy entail personal-use smartphones, shared-use smartphones, or BYOD?
(n=111)

BYOD only
27%

Both personal- and
shared-use
17%

Personal-use only
23%

Shared-use only
32%

Note: The percentages above include organizations that either issue or are planning to issue such devices.

28

EX A MI NE D E TAI LS

Figure 16 Most Frequently Replaced Devices
n=58

Pagers

66%

Legacy phones

59%

Barcode scanners

28%

Hands-free communication badges

12%

Other smartphones

12%

Workstations/computers on wheels

10%

Tablets

5%
0%

75%

Figure 17 Most Desired Capabilities
n=60

Secure messaging

87%

EMR mobility

60%

Alert/alarm notifications†

42%

Barcode medication administration/BPOC

27%

Lab/radiology/waveform results

18%

Image sharing

12%

Video connections

3%
0%

100%

† Includes notifications from alarm management, nurse call, code blue, patient monitoring, and telemetry systems.
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Figure 18 Personal-Use Smartphones—Deployments and Considerations
Of the 114 randomly sampled organizations with a smartphone strategy, 45 have or are
considering personal-use devices as either a primary or secondary device.
Being replaced

Primary device in use

Apple

3

33

2

Samsung

-10

Secondary device in use

5

12

Being considered

2

7

1

0

50

Note: Apple and Samsung are the only vendors whose smartphones are being used as corporate-issued personal-use phones
by the organizations interviewed for this report.

Figure 19 Which Smartphone Vendor(s) Do You Use?
Sole vendor deployed
Both Apple and Samsung deployed

Apple

20

Samsung

1

0

18

18

40
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Figure 20 If Purchasing Smartphones, Will You Be Purchasing Shared- or
Personal-Use Devices?
n=24

Personal-Use Only
13%

Shared-Use Only
54%

Both
33%

Figure 21 Shared-Use Smartphones—Deployments and Considerations
In KLAS’ sample, 55 organizations provided feedback on their shared-use strategy. The
counts shown in the chart are convoluted as some organizations were using multiple
device vendors, replacing their current vendor, and/or in the buying process.
Being replaced

Apple†

Primary device in use

6

21

Zebra

10

Ascom

1 2

Honeywell

3

Samsung†

3

Spectralink

11
-10

Secondary device in use

1

1

Being considered

9

10

5

4

5

8

0

50

† Neither Apple nor Samsung devices are healthcare grade out of the box, meaning they need a barcode scanner and
ruggedization to withstand abuse and better hold up to cleaning agents.
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Figure 22 BYOD vs. Personal-Use Smartphones

Do you do BYOD and/or offer corporate-issued, personal-use smartphones? (n=78)

Considering personal-use
4%
Personal-use only
13%

BYOD only
41%

Both
42%

Figure 23 Securing Personal Health Information (PHI)
How are you securing PHI on personal devices? (n=92)

Secure communication solution

59%

EMM/MDM solution

55%

PIN and/or other authentication

37%

0%

75%
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Figure 24 BYOD Success

How successful has your BYOD program been? (n=96)
Unsuccessful
4%
Very successful
24%

Neutral
30%

Successful
42%

Figure 25 Current Smartphones and Consideration

Which smartphones do you currently have or are you considering purchasing in the future?
Maintaining/upgrading
Being considered
Being replaced

Apple

6

Samsung

53

2

19

Zebra

11

Ascom

3

Spectralink

Honeywell

11

12

4

9

3

6

1 4
-10

0

65
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Questions Asked in Supplemental Evaluation
For your employer-issued smartphones, which smartphones, if any, does your
organization currently supply?
Has your organization purchased smartphones for your employees within the last
year, or is your organization considering such a purchase in the future?
Which smartphone provider(s) is your organization currently using or considering?
If your organization allows for BYOD, how successful has it been?
If your organization does not allow BYOD, why not?
If your organization allows BYOD, how do you secure PHI on employees’ personal
devices while also keeping their personal information separate and private?
What smartphone applications/benefits persuaded your organization to purchase
smartphones?
What devices, if any, have you replaced or will you replace with smartphones?
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For your employer-issued smartphones, which smartphones, if
any, does your organization currently supply?
We have a few physicians that insist on having Samsung phones because they prefer to be using
Android, but for the most part, our preference is to provide our employees with iPhones.
Working with the iPhones has been good. We have a software tool that we use to manage and
remotely wipe the iPhones if they are lost. The iPhones are a lot easier to learn how to use than
anything else.
We have been using the Vocera application for a long time for the nurses, but recently we made
the push to use it for smart texting. That change actually coincided with an update for barcoded
medication administration through our EMR. For those, we have hospital-issued iPhone 6 devices
with full barcoding and a mobile platform for our EMR. The barcoding phones are not tethered
to any computer. The application is fully on the iPhone. The nurses have the full Vocera suite on
their devices because the devices are dedicated phones. The physicians have a light Vocera app
that they can download on their personal phones, and it is still secure, including when sending
pictures and things like that.
We purchase phones for our leaders and people who have to be on call. Like most people in this
industry, we are definitely looking to see where we are going to land in terms of a communication
platform for end users. We give our users the option to have Apple or Android products, but I think
most of our leaders have Apple products.
We give iPhones to all of our doctors unless someone requests an Android phone.
We currently use a lot of iPhones for our after-hours management. We use another kind of phone
as well, though I don’t remember the make of it. We use that kind for our care matrix.
Our standard is the iPhone. The iPhone 6 is the standard phone that we issue now. We may
compromise if people want a larger phone, and we have them pay the difference. We also buy
a Samsung Galaxy device if the end user requests an Android device, but that usually doesn’t
happen.
Apple is our standard. Users can go off the beaten path and request something specific, but
our standard devices are from Apple. I see all of our staff members with smartphones. We
implemented Voalte Me as our BYOD solution, and we continue to propagate that solution. I am
sure there are going to be some questions around reimbursement and things like that now that
people are using personal devices for business functions. We are fairly new with BYOD, so we are
ultimately going to see what it leads to and how we will have to modify our policies.
We do not have a standard for our employer-issued smartphones. We have old Samsung phones,
but those are not necessarily smartphones. We can do texting on them and things like that. The
lead nurses use Apple devices.
We have some really old phones that are just used when doctors want to call the help desk.
They can call and talk to an IT person on the other end. The old phone the IT person carries is a
Samsung phone. It is a tiny phone. I don’t know whether that is a smartphone. It may be able to
text, but there is no data on it. The hospital pays for the line, and one of our technicians carries the
phone around. If doctors need help immediately, they can get it.
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When nurses come in every day, they pick up their iPhone devices. We have gotten rid of all of our
VoIP phones for our nurses. That has been huge. Nurses now all use the devices to call the doctors
outside the hospital and call each other.
I believe we started with an iPod and then went to the iPhone 4 when it became available. We
currently have iPhone SE devices and recently purchased iPhone 6 devices. We have hundreds of
devices today that are hospital-owned.
The physicians are on a BYOD program. We only provide phones for the physicians that don’t have
phones that work with our applications. We have put phones in the physicians’ offices so that they
can use the phones if their phones aren’t working or if they don’t have devices that work with our
applications. We supply devices for the rest of our staff members. They aren’t assigned their own
devices. We have devices that we keep in their areas, and people can use those devices while they
are working.
We provide iPhones. Our physicians use both iPhones and Androids, depending on what
they have. Our other vendor provides two different applications. One application is just for
communications, and our providers use that on their devices. The other application is for
medication administration, and we only use that on the Apple devices.
We used to have employer-issued phones, but we got rid of that policy. We now give stipends
instead, and we use AirWatch Mobile Device Management for our MDM tool.
We would prefer to stop buying phones. People will be responsible for and take good care of their
own phones. They have no incentive to care for phones we provide. We would have to replace
broken phones because they are necessary for work. We had over a thousand phones go missing
last year, but we also were paying that bill for how many months the employee was gone. We
could track the phones, but that requires the phone be turned on.
We have tried to work with Cerner to get their nursing mobility solution, but we have been
unsuccessful in rolling out that solution. Cerner has some improvements coming out soon, so we
will regroup our efforts. Moving forward, we will try to use their nursing mobility solution.
We give phones to different groups of people in our facility. These phones sync to an email server.
We mostly deploy iPhones. We are just starting to try Android phones, but 90% of our phones
are iPhones. We give them to many of our employed physicians and a good portion of our
management staff.
We deployed MC40 phones back when they belonged to Motorola, but Zebra bought them. We
have hundreds of Zebra phones; we give them to our nurses. They use Voalte apps and things on
those phones.
We use all Apple phones. We decided to do that because of the ease of use and because most
everyone had an iPhone. So we just stayed with Apple phones as the standard.
PatientSafe Solutions didn’t have an Android version of their software for us.
We decided to stop buying smartphones for our physicians and midlevel employees.
As long as our smartphones integrate with Microsoft Exchange and support active-sync
functionality that allows us to remotely wipe the corporate part of the phone then everything will
be fine.
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A few years ago, our Voalte solution just wouldn’t work with our Apple smartphones. We were
using the iPhone 4S. Voalte sent out some engineers to do a survey of our environment and give
us feedback. They told us to change the locations of our access points, so we did. However, Voalte
still wasn’t working well, so Voalte came back again. During that time, we learned that the iPhone
4S just wasn’t cutting it for us, even after we upgraded to a medical-grade wireless infrastructure.
Thankfully, we discovered the Zebra phone around that time. That phone works a lot better for us.
There is actually a lot of discussion in our health system about which phones to supply. Across
the health system, some of our individual entities have adopted different practices. Some provide
Skype, and some issue cell phones. Some issue phones to everybody, and some issue phones
only to physicians or those who are on call. On the IT side, we issue the phones to nearly all of our
team members, mainly for on-call purposes, and we don’t provide a stipend. Our organization is
looking to reevaluate things. The topic of smartphones is timely. I don’t know that we have totally
standardized which brand we offer, though I think we generally use iPhones.
We had BlackBerry phones when I first started here. We switched most of those out, and we use
Zix’s products for encryption. A lot of people use their own devices. A few hospitals purchased
phones, but the vast majority of C-suite people have iPhones and iPads. Zix’s software works on
Android phones as well. We have a handful of people who use Android phones, but most use Apple
phones.
We don’t have employer-issued smartphones right now, and we don’t have plans to move in that
direction. If our people want to use their own phones, we make them sign a contract and use a
secure-communications app.
Our healthcare techs and nurses use corporately provided Honeywell CT50 devices. We considered
the Zebra MC40 devices, but we were told that they are locked into Android 4.4 and will not
change. We won’t be able to use the MC40 devices because our vendor’s upcoming updates will
require a high-end Android operating system. We looked at Zebra’s TC51 devices, but they are
somewhat overpriced given how we want to use them. We have looked at the iPhones, and we
may use iPhones in some cases, but in general, we are using the CT50 devices. Our physicians have
an option. A physician can use a personal phone or a corporately provided phone, and we can run
software, such as Voalte Me, that allows people to participate. People will be able to run Haiku for
secure-chat functionality if we opt to go down the Epic path.
We may not be purchasing phones because most of our staff members already have phones. We
may just need to purchase a data plan.
We don’t give smartphones to our employees. For the most part, we use a BYOD program. We
do supply iPads in some cases, but we provide a very limited number of phones. If we do supply
phones, they are iPhones. I am not sure who gets those phones to be honest. A few years ago we
realized that everyone in the United States has a smartphone, so we decided to stop supplying
phones to our employees.
When it comes to smartphones, we provide secure texting through Cortext, but people can use
their own devices.
We have very few employer-issued smartphones, but we do have some. The few we have are all
iPhones. We have some as old as v.5 and some as new as v.7.
We went with the iPhones all the way. I believe we originally made that choice because at the
time, Epic did not have Rover available for use on Android phones. Making that available wasn’t
on Epic’s road map either. Epic’s applications are very closely tied to Apple devices as opposed to
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Android devices. So we stuck with the Apple devices knowing that we would use those devices for
Epic’s applications in the future.
We used to provide iPhones to our people, but we no longer do that.
Our physician staff members get iPhones. We used to give them a choice of Android or Apple
phones, but it became too much, so I selected the most popular device and went with it.
We used to provide our clinicians with smartphones, but we did away with that program. Our
people kept losing or damaging their phones. Also, our HR found it difficult to retrieve the phones
when people changed jobs. However, we are thinking about bringing our smartphone program
back. We are trying to decide which device we should give to our clinicians.
We issue smartphones based on employer need, not employee need. If it makes sense based on
someone’s job description for that person to have a smartphone, we issue that person a work
phone.
Our clinicians usually use iPhones, and our IT people usually use Android phones.
The phones that we supply to our employees are Apple phones.
We have evaluated several devices in the past six months. We currently have reduced our choice
down to two finalists. The finalists are the iPhone from Apple and the Motorola phone from Zebra.
We use the Zebra MC40 smartphones with Vocera Extension Engage Mobile. We have looked at a
couple of different smartphone options recently, but I think we will stick with Zebra because they
have the only phones that don’t cause us major issues for the needs our organization has.
I am advocating for smartphones in my organization. We don’t actually have a plan in place right
now, but that is something that I am pushing for as a high priority for inpatient nursing. We don’t
have employer-issued smartphones right now.
We have the Cisco phones, which are not really smartphones. We can’t load apps on them. They
are not dumb phones either. We can send push notifications through them. There is a limited
ability to receive messaging that way, but users can’t launch applications like Rover. We can’t do
secure texting through them. We can’t leverage them in the ways that we could leverage an iPhone
or an Android phone.
We only buy iPhones because of their security. They are also easier to manage. We have seen a lot
of inconsistencies with the Androids. We chose the Apple smartphones because we felt they were
secure. The phones are consistent from model to model. We have bought nothing but iPhones in
the past couple of years.
We use a regional carrier. They provide the best service in our area; Verizon doesn’t have a
footprint here. Our regional carrier owns the bandwidth. They are also less expensive and provide
good service in both the data and support perspectives.
We allow select personnel such as physicians, nurses and staff in critical areas to use their own
smartphones. We are not allowing the general staff this opportunity.
We stumbled for several months to try to use the iPhone 5s, and then we switched over to the
MC40s. We have had the MC40s for a couple years now.
We have iPhones that our nurses use.
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We have issued Apple smartphones in our inpatient areas. These phones are more popular with
our staff than other phones. Zebra smartphones are being used with our home health application,
and only the home health nurses are using those devices.
We are using iPhones with the Mobile Heartbeat solution.
The MC40 was the only choice we had because the MC40 is our health system’s standard for
smartphones. The only other option was purchasing iPhones, but at the time we made our
purchasing decision, we did not support iOS tablets or phones at all.
We are trying to standardize with iPhones. We have software that will only run on an iOS operating
system. We have a few employees for whom we have purchased Samsung phones because those
employees don’t use the software that runs only on iOS.
We mostly use the most popular phones.
About 80% of our staff members use iPhones, and 20% use Android phones. Most of those are
from Samsung. We are seeing a transition to Apple devices, and they are definitely easier for us to
standardize. However, iPhones and Samsung phones meet our needs equally.
We purchase either iPhones or Vocera devices for the users. If physicians want to use the Vocera
app, they use their personal devices. We don’t typically purchase devices for physicians. The
device the physician purchases has to meet certain criteria. If the physician needs a Vocera phone
for job purposes, we assign an iPhone, but there is not a device assigned to each provider. The
devices come from a shared pool, and the doctors check them out. We do the same thing for the
nursing staff. We purchase smartphones for clinical application and shared use, but there are
always some exceptions. Even for the people that qualify for a company phone, the preference is
to not purchase one through the health system. Instead, we let people bring in devices, and we
manage those through a BYOD program and with stipends.
We have the Zebra TC51-HC phones. Those phones are the newer option from Zebra.
We have dramatically reduced the number of smartphones that we issue to our employees. We
have started offering stipends to the people who want phones instead of offering actual phones.
The phones that we do offer are Apple phones. We don’t typically support other smartphones.
We have not purchased smartphones for our employees.
We issue Apple iPhones to our nursing staff members. They check the phones out at the start of
their shifts. They have the ability to use TigerText, barcoding, alarm management, and so much
more. The phone is a handheld tool for patient care.
We have iPhone 4s, but we can’t upgrade them. As soon as we upgrade them, they are no good on
the Voalte system. So we are down to like 20 phones.
We do not yet have employer-issued smartphones. Our staff is using PBX phones or BYOD.
We supply Apple phones as well as Android phones, according to our employees’ preference. The
phones each come with their own headaches; one has capabilities that the other doesn’t have.
We give Apple phones to a few of our employees. They use Apple phones because Apple is an
industry leader.
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We have hundreds of Cisco wireless phones that will be replaced with smartphones. We aren’t
necessarily replacing the wireless phones for cellular capability. We are so used to thinking
about smartphones from a cellular perspective. We had to go through a mental shift to think of
smartphones as tools to use inside and outside of our facility. Smartphones don’t have to be
expensive. We have used an operating system in smartphones that people were familiar with and
uses personally, but we haven’t used smartphones as an interface with medical and business
things. With smartphones, we can get more functionality out of a single tool. They are the next
solution for web consolidation.
We are currently issuing Samsung smartphones to employees as part of a pilot for a secure
communications solution.
More than 90% of our people have Apple products. Some people have Samsung devices, and I am
one of the remaining Blackberry users.
We don’t currently use phones because of the texting feature not being secure. People could give
out PHI. We did a lot of testing internally with the phone application, and it worked fine on the
iPhone 6. We were on v.5 of the system, but we really never got a good handle on what the system
would do out in the environment because we never rolled it out.
We use Apple phones in our hospital and Ascom phones in our ED.
We have started using smartphones a little bit. We have not chosen to have our clinicians use
them, though. The exceptions are for the nurse managers, our planned-operations team, and our
environmental-services team.
We issue only Apple smartphones.
We have a few of the speak-to-talk phones in the engineering area, and there are function-specific
phones as opposed to employee-specific phones. There is a house-supervisor cell phone; the
house supervisor in each facility carries around a phone, which moves when the house supervisor
changes. We have a BYOD policy for everyone else, and we have even stopped paying stipends.
We haven’t settled on a final mobile-device strategy yet.
We don’t provide phones to our individual employees. However, we do have phones on the floor
for our people to use. The phones are distributed to our different zones and nursing assignments.
We mostly have Apple smartphones. We only have a few Samsung phones. We use both here. And
employees can either use their own phones or phones that we supply them with.
Essentially, we supply Apple or Samsung smartphones. Employee preferences and device pricing
influence our choices. We get our office phones and smartphones through Verizon, and they sell
certain products at certain times. They could be selling Apple or Samsung. Our purchases can be
relatively large, so we like to use specific offers for purchases. For example, when the iPhone 7
came out, we were able to get several iPhone 6s for a good deal from Verizon. They sometimes
have specials on Samsung phones, too. Some users prefer iPhones, so we give iPhones to those
people.
We don’t supply any company-issued smartphones. We have a BYOD policy. We put an app on
people’s devices so that we can remotely wipe emails and sensitive information if the devices are
lost. As far as I am aware, we don’t have any company-issued smartphones.
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The Ascom system is a VoIP device. It isn’t a smartphone because it isn’t carrier based. The Ascom
device relies on the wireless local network. Smartphones can use the local network, but they can
also use corporate networks or carrier-provided data.
We selected Apple and Samsung because they provide the phones that people want to carry.
When our employees get corporate-issued mobile phones, our policy allows them to use the
phones for limited personal use. The phones become their personal smartphones, so people feel
a lot of brand loyalty to their phones. We used to provide our employees with the most current
version of the phones. For example, for Apple users, we would provide the iPhone 7. However, we
found doing that to be expensive, so now we provide our employees with the version just before
the current version. We can get the slightly older versions at a much lower cost. Doing this also
takes away people’s incentive to destroy their smartphones so that they can upgrade to the most
current version. We have decreased the loss and breakage of devices.
We do not issue any smartphones.
Our employer-issued smartphones are used exclusively by our clinicians; those are Apple devices.
But there are a good number of non-iOS tablets being used in pilot mode by the patients.
We use Apple phones, but we use Mobile Heartbeats to do secure messaging.
The doctors are using their own devices, and our organization buys our C-Suite members and
a few other people the smartphones that they choose. That has been better than using a BYOD
policy for those people; it is an asset to our organization for those people to have phones. We are
currently using the Honeywell devices.
I would have stuck with all Apple devices simply because they are more secure and because they
were built for business.
Apple phones are the only phones we provide. Employees are allowed to use other phones if they
use their own phones.
We encourage a BYOD program for select employees. We pay them a monthly stipend to cover the
cost they incur.
We don’t have employer-issued phones.
Our employer-issued smartphones are from Apple and Samsung. We purchase phones on an asneeded basis. We are also in the process of moving to a BYOD model.
There are a couple of departments that supply smartphones for their physicians. Our anesthesia
and neurology departments supply smartphones. I think that the anesthesia department provides
the Apple smartphones. Every other department uses the BYOD program.
We provide smartphones for our management team and a couple of other heavy users, but we
don’t provide phones for anybody else. People bring their own phones in. We have trained,
cautioned, and warned the physicians to not text patient information. Usually the nurses are
pretty good. They send generic messages with no specific patient information. At a larger facility,
people would have to be texting names and other information like that. Our defense against
protected data getting out is primarily education.
We leave the choice of device up to the users, but most of them have gone the Apple route. There
are a few that are using Samsung devices. We support both. They are both difficult and easy to
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support in different ways. Syncing information back to the database tasks, contacts, and Outlook
is pretty much the same. I don’t see a whole lot of difference between the two phones other than
the differences in navigating through an Android or Apple environment. If our users use an iPad for
anything, such as rounding, they tend to go with an Apple phone because they are familiar with
that environment. Apple devices are probably the most popular.
Most attending physicians use hospital-issued smartphones. They use the Apple smartphones.
However, our residents don’t use smartphones. They are the primary workforce for our patient
care. For whatever reason, we still give our doctors the option to use paper, even though we have
also given them smartphones.
We don’t have employer-issued smartphones.
Our company doesn’t supply smartphones to our business office. I believe they supply phones to
our nurses, but I don’t know whether they supply phones to our clinicians.
We bought a bunch of our MC40 phones through CDW. We are using the MC40 phones for mobile
medication administration with the Epic program Rover. The MC40 phones work, but they are not
great.
We have a number of smartphones we issue to specific employees. We have had them in operation
for 7 months. We had a rough beginning, but now all the issues have been worked out. The
learning curve was harder and took longer than we planned.
We use exclusively iPhones.
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Has your organization purchased smartphones for your
employees within the last year, or is your organization
considering such a purchase in the future?
We are purchasing new smartphones for our organization almost every month.
We do provide corporate-owned devices for some teams; for example, our rapid-response team
members have corporate phones, but the general nurses don’t. We provide those devices for some
teams because we want the team to be able to communicate securely without requiring team
members to put an app on their phone.
We have purchased iPhones for our employees, and we also have a BYOD strategy.
We recently had an influx of employees, and most of those people had Apple products.
We started with iPhone 5, but we are upgrading to iPhone 6.
We purchased some phones for my team a few months ago. Each of my team members got an
updated version of the phone model we had been using.
We have moved away from giving devices to people. They have to bring their own devices now. If
they want to use our email for anything, they have to load our mobile device manager software.
We purchased smartphones for folks that need smartphones for their job specifically, but we are
trying to move away from that and institute a BYOD approach instead. Some individuals feel that
it is troublesome for us to tell them what software they need on their device when they purchased
the device, though. Some software has a locator function on it, and people don’t like that, either.
We are wrestling with some of those issues right now.
We still buy phones for our organization. We are paying for everything, which is crazy. We have
a BYOD policy, but we buy all of the Mobile Heartbeat phones. We also cover the losses, which is
ridiculous. We have deployed thousands of corporate phones, many of which are shared devices.
They go missing even after when we use Apple’s Device Enrollment Program to lock them down.
The phone is a brick once it is off our system. We have engaged with protective services, security,
and the police to find out where our phones are going.
We don’t supply smartphones for our staff members. They probably carry around Cisco phones
or some other older phones. We will supply our employees with Apple devices or with the Cerner
solution, depending on what Cerner’s solution looks like when it is done. The Cerner solution
would integrate with Millennium PowerChart. We are concerned about going with another vendor
because of integration. We want our employees to be able to scan barcodes and do other things.
We are waiting for Cerner to figure out their solution.
We deploy both Apple and Samsung phones depending on what our individual employees need.
We haven’t purchased phones in four or five years. We introduced the phones gradually. We
started at the executive level, and then all of our directors and a few managers had phones. Now,
all of our managers have phones, and so do some of our ancillary folks. For example, our casemanagement people have phones.
We are looking at getting a secure communications system in the future, so the smartphones that
we purchase are a huge part of our decision.
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We no longer buy smartphones for our physicians, midlevel employees, or nurses. However, our
nurses use a secure communications platform. The system is comprised of what are basically
smartphones, but these phones only connect to a local, secure Wi-Fi network instead of a cell
phone network. Our nurses check the devices in and out. With the system, our nurses can call our
doctors and each other. They can also send secure messages, so they can text the doctor about
certain patient issues. We use the product extensively.
We have purchased smartphones for most of our employees. We do have some people who have
brought their own devices.
We refresh our phones continually.
We haven’t purchased smartphones, but we are thinking about doing so. At our organization, if
someone needs to use his or her phone for work, we reimburse that person for the phone. Our
people are not allowed to send or store protected information on their phones. However, we
hired some new leadership recently, and this new leadership wants to implement a smartphone
program.
I have a small inventory of CT50 devices, but we have several hundred outstanding phones. We
are ordering phones as we do a rollout. When we initially started the project, we didn’t include
healthcare techs in our plans. But after we piloted the phones, we found out that the healthcare
techs actually loved the way the phones worked, and the techs have streamlined their workflow.
We will have to go back to the executive staff to say that we somewhat underestimated the cost of
the project because we hadn’t planned on buying CT50 devices for the healthcare techs.
We were looking at iPhones and one of the Android devices. The amount of data that is used is
minimal, so we really wouldn’t have to increase the amount that we are paying our staff right now
for cell phone reimbursements. We have a partner that is using mobile applications, and they gave
us a lot of information about how they converted to mobile devices. They only had a few people
who didn’t have the right kind of phone. At first, they didn’t make the mobile devices mandatory,
but then after receiving an overwhelming amount of positive feedback, they made the mobile
devices mandatory. They did not increase their cell phone reimbursement.
We don’t give smartphones to our employees right now. We may do so in the future, though. Right
now, we are focusing on cutting costs. We have some reimbursement restrictions.
Technology changes so fast. We try to stick to a device as long as possible. That way, we don’t
have to reconfigure and retest everything. However, we have to bring in new devices consistently.
We have to test and deploy them.
We have purchased smartphones within the last year, but we haven’t purchased them for specific
employees. Our use of smartphones is more departmental. We use the phones for downtime
communications. We have smartphones that are programmed, ready to go, and issued to
departments.
We now offer stipend so that our staff members can use any phone. We have moved away from
providing phones to employees because it is easier to reimburse them for their own phones. We
have a tiered plan. Depending on what level a staff member qualifies for, we will reimburse them
for any phone they bring. There are a variety of phones in use here.
We get a good rate from Apple on our phone purchases.
We don’t have an employee smartphone program right now.
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Samsung phones were the AT&T choice, but Verizon and Apple carry the day in terms of adoption
and usability.
We don’t track exactly how many phones we have purchased since the first of the year. I don’t
have the staff for that. We just replace people’s phones as they wear out.
We have bought iPhones in the last year.
We have been running a pilot program for the past six months. We have narrowed it down to Apple
and Zebra after ruling out Samsung and Spectralink.
We buy new smartphones every two years. We are currently in the process of updating our
smartphones.
All our respiratory therapists love the iPhones because they are so mobile. The therapists are
all over the place, and they use the iPhones to do documenting and barcode scanning. Our
pharmacists also have iPhones because they roam around to perform medication reconciliation
and to discharge patients. Our mobile nurses that help with urgent issues and our shift supervisors
all use iPhones as well, so we have quite a few iPhone users at our facility. I would consider
implementing the phones throughout our facility because they are so efficient. People securely
text through a Vocera tool on their iPhones. The fact that people can text doctors instead of paging
them is a huge gain in terms of efficiency.
We are buying smartphones all of the time even though we do not issue them to everyone.
Our strategy has been changing lately. We have tried a BYOD setup and have not really liked that.
One of our executives is new and very conscious of security issues. That executive agrees with me
that if we really want to secure the phones that are used here, we need to own those phones. We
are starting to make changes with that truth in mind.
Last year, we moved away from employer-issued phones. We do offer a few phones in places
where there is a tremendous amount of activity. But generally we have gone to a BYOD strategy.
Our phone policy at each hospital is different, so we are working toward a common BYOD policy
for the entire healthcare system. We are no longer purchasing and providing phone devices to
employees. In some very specific situations, staff members can qualify for stipends when they are
mostly using the devices for business use. That is more the exception rather than the norm. As
large as our health system is, I am sure we will purchase more phones, but most of the purchases
that I have seen go through are within the confines of applications rather than for dedicated
devices to each person. We have bought quite a lot of devices because we have been doing Vocera
deployment, and we are expanding our Rover system. Last year, we went live with Epic systems at
more of our hospitals, and they all got Rover for specimen collection. We bought devices for that.
We are actually going away from purchasing smartphones. We are not really playing too much in
that field because what device people use is more or less their own personal choices to make.
Because of our size, we don’t really need to issue mobile devices to our employees.
We have no plans to purchase smartphones.
We keep the Apple iPhones regularly updated, and we purchase new ones as needed.
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As soon as we go live with Cerner, they are going to be our supplier. They are going to supply a
secure-texting app, the phones, and even our middleware. They are going to handle all of that.
Even the phones are included in the Cerner contract, so if the phones break, Cerner will help us
with that.
We made the decision to buy Zebra smartphones recently.
We buy the phones, package them, and load everything that we need to load onto them. Then
right when people are hired, we hand them a phone.
We need to standardize to one device that will accommodate our many different needs.
Our doctors use employer-issued smartphones to communicate with each other. However, our
other employees, like our secretaries and support staff, use their own phones. Because of that, we
don’t want our doctors to text patient information to our other employees.
We have purchased Samsung smartphones for a pilot program. Whether we continue to use
Samsung phones after the pilot will depend on the phones’ performance and price.
We purchase smartphones every day. We have thousands of handsets. That is a huge expense, so
we are always considering our policies.
We are looking at displacing our Cisco phones with all-in-one Zebra TC51-HC devices. Those
phones would have the ability to act more like smartphones than our current legacy phones do.
We have a couple of smartphones in mind, and we are looking at them to determine whether we
are going to purchase them and roll them out for our nurses. We want our nurses to have secure
messaging. I do not have an opinion on the different phones at this point.
Our organization doesn’t have a texting policy in place for our enterprise, so our security
team stopped the Vocera secure messaging from rolling out; that team wanted to wait for our
organization to get a texting policy and a product chosen. We are in the process of that right now.
We actually planned to use the AirWatch tool to configure the phones, push everything to the
phones, and manage the phones, but the main issue was that Vocera could not turn off the text
messaging, and that was a concern to our security folks. The text-messaging piece was part of the
package that came with the phones.
We have to buy replacement smartphones every few weeks.
We are using Apple products. I think the nice thing about the Apple platform is that it is simple.
People know how to use it.
We have a full BYOD program.
For certain functions, we have on-call phones; there are phones for the people on call in certain
areas. Most of those phones have gone away because people didn’t want to carry two devices.
Our providers decided to just use their own devices. When every person in the call rotation has
his or her own phone, we don’t need to have an on-call phone. We originally got on-call phones
in order to save money, but we feel that everyone has a phone these days. We are in the midst of
a rollout of smartphones that don’t have cellular-phone capabilities primarily for nurses or other
on-the-floor members of the clinical staff. These smartphones have wireless connectivity only and
connect into our PBX through VoIP capabilities.
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We have a big contract with AT&T. They provide us with very inexpensive phones, and we have
contracts with the vendor for usage.
We have looked at Apple’s HealthKit as well as a few other technologies.
If an employee is on call 24/7, we will reimburse that person for the phone use via a stipend.
We are continually buying new phones. I don’t deal with the purchasing anymore, but phones
are constantly breaking. We have a person that is in charge of taking care of people and their
smartphones.
We prefer to stay with the BYOD approach.
We have purchased quite a few smartphones in the past year.
We are trying to figure out whether we want to continue to purchase and maintain our current
number of corporate phones. We have over a thousand corporate plans, which is quite a lot.
Our leadership is considering changing our policy to restrict the number of people who get
smartphones. We would only give phones to the people who had real business needs for mobile
devices.
As far as I am aware, we are not considering purchasing smartphones at all.
Our belief is that in healthcare, as in every other industry, the workforce is becoming mobile.
People are switching from desktop solutions to mobile solutions, and sometimes they use both.
Our nursing workforce is highly mobile, so a lot of the nursing and ancillary workflow will be
done on the phone. We have a variety of different companies that require an app on the iPhone
for barcoding. It is important to have those devices in people’s hands. That is why we are buying
them. We have run into problems with shared devices that are meant to be individual consumer
devices.
We usually stick with Apple or Android for software, but we mostly go with iOS devices. The
majority of physicians have iOS devices. The vendors we use are in the throes of developing or
have developed an Android equivalent. We offer both platforms at a higher cost, but that allows us
to control only two different versions.
We purchase Honeywell phones for use within the hospital.
I am not aware of our organization purchasing any smartphones for our employees within the last
year.
We are thinking about buying Spectralink smartphones for our nurses. We want to replace our
barcode scanners, pagers, and the Spectralink handsets we use now.
We have purchased smartphones for our nurses. The smartphones will replace the nurse call
system. There are a couple of other roles that will want to piggyback on the smartphones. Our
respiratory therapist department supplies the iPhones for the therapists. Our nutrition care team
uses the nurse call phones, and that team will want to replace those phones with smartphones.
We have been planning to purchase smartphones for our facility, but we have been saying that for
the past few years. There is an RFP committee that will start creating an RFP, but I am trying not to
be too hopeful.
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We are considering purchasing smartphones, but we haven’t yet purchased anything. If we do
purchase smartphones, we will do so within the year. I have thought about buying smartphones
for my team, but I haven’t thought about doing so at the wider employee level.
We chose to use the Apple smartphones a few years ago. We will continue to purchase more
phones for our residents.
We have a BYOD policy. There are some provider contracts that still have us purchasing certain
providers’ phones, but those contracts are becoming a thing of the past. Most people are bringing
their own devices, and we are working to accommodate that strategy.
We haven’t purchased smartphones for our business office, and that is the only area I can
comment on.
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Which smartphone provider(s) is your organization currently
using or considering?
Apple
We like purchasing and using iPhones because we feel like most of our employees are most
familiar with these phones, and that makes it easier for them to get over the learning curve.
However, one issue is that we haven’t found a way to differentiate the hospital-provided phones
from people’s personal phones. We would like to make that distinction so that patients don’t think
that our nurses are just playing on their phones all day.
We are upgrading to iPhone 6, so we are replacing all of our old iPhones right now.
I think we got the iPhones because the application base, apps such as ippi Messenger, and other
things were in alignment with what we had internally. With Citrix, we use a calling tree; there are
certain things that we use just for consistency’s sake.
We bought phones from Apple.
We purchased Apple smartphones within the last year. I can’t remember the model we are getting,
but we purchased new phones through Verizon.
PatientSafe Solutions requires us to use iPhones, so we did not look around at different phones.
We use Apple devices. We recently purchased iPhone 6 devices for our organization, and when
we looked at that batch, we wanted to continue pushing documentation at the bedside via the
iPhones. We wanted to give people involved with respiratory therapy a better option. Now those
people will be able to use the iPhone 6 devices at the bedside to do documentation as well as
medication administration.
We went with Apple because it is such a big name. We see it in the media and in advertising. An
iPhone is much sexier and can do much more than a pager, but that pager is not on the ground;
it uses a satellite. All these natural disasters are a wake-up call for us to be sensitive to the
technology we employ; we need to use our devices with different carriers.
We are using the Apple iPhone in some places.
I have heard that the Apple smartphones have done some really good work in the healthcare
space. I may be willing to entertain the iPhones. Previously, I was more focused on the Androids
because those phones are rugged and less likely to break. The iPhones often break in our facilities.
However, I have heard that the iPhones have been better and have become more durable, so I will
look into those phones.
Right now we are trying to stay with one vendor purely because of support. We don’t let people
pick different things because of preferences; everyone gets the same thing.
The phone batteries are fine. They last the entire shift and into the next shift. The actual scanner’s
battery, however, only lasts 8 hours, so if the shift is 12 hours, we run into issues.
My issue with Apple in general is not just with their phones but their tablets as well. They seem
to lack any type of enterprise controls. We had to go in on our routers and specifically block the
Apple update sites because if the devices were plugged in and had a Wi-Fi connection, they would
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pull down updates as fast as they could and absolutely kill the network. That is where the lack of
enterprise control becomes a problem.
We didn’t have a preference for the smartphones we purchased. We made our decisions based on
the preferences of the people who would use the phones.
We aren’t sure which phones we want, but we are considering Apple phones. iPhones are just so
easy to run and use. We will probably end up using them.
We have a lot of issues with Apple smartphones. We struggle to control them, and the radio power
isn’t great. Also, we can’t connect to the Wi-Fi during upgrades. Apple also has a lot of corporate
issues. Android doesn’t seem to have that.
We purchase only Apple phones.
We went with the iPhones all the way. I believe we originally made that choice because at the
time, Epic did not have Rover available for use on Android phones. Making that available wasn’t
on Epic’s road map either. Epic’s applications are very closely tied to Apple devices as opposed to
Android devices. So we stuck with the Apple devices knowing that we would use those devices for
Epic’s applications in the future.
It is easier for us to just have one style of phone. The overall consensus was that we should go with
the iPhone.
We are considering giving Apple smartphones to our employees. However, our final decision will
depend on which smartphones can be used with Epic’s Canto and Haiku applications.
We chose Apple primarily out of what was probably laziness. They had the primary platform.
When our phone policy emerged, we had a different setup. Now, however, Verizon and Apple kind
of carry the day in terms of usage and popularity. Eventually, the market just declined. There are
certainly people who prefer their Samsung phones. People who bring their own phones have to
put an agent on the phones, and some people really like the BYOD policy anyway, but people are
also willing to stick with Apple. I do not think that the style of the devices is critical to people. The
main issue is probably the contracts; I just consider the few that are left with the Verizon. We have
a much better position, probably based on volume and utilization, than we could have gotten with
other vendors. We could have taken a different path, but we went with Apple.
If we put a protective case around Apple’s phones, they hold up.
We are leaning toward Apple phones right now. The Rover application was first vetted using the
Apple products. There are two other products that we have purchased but don’t have deployed.
One is Spok Mobile, and the other is Jabber. I think that they both have also been vetted more
with the Apple products. That is not to say the vendors haven’t made progress in using their
applications with Android phones. We really haven’t done due diligence with vetting devices from
a cost perspective. One hospital that I talked with actually got some refurbished iPod touches for
$40 each, and they were able to load different applications onto them. One of the applications
they were able to load on helped them use the devices as phones. We are leaning more toward
doing something like that because it would cost much less.
We are doing more and more with the mobile technology. We just handed out iPhones to the
nurses in one of our units. We tested the phones before rolling them out. We also tested the
MC40s, but we found that we lose some functionality from Epic’s solutions when using Android
phones. Our software vendor’s iPhone app was also more robust and was easier to use than our
vendor’s equivalent Android app.
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We are buying Apple smartphones as we need them.
We considered iPhones. The iPhone is interesting because it is a good clinical machine.
We have purchased mostly Apple phones.
We have bought iPhones so far. We have been trying to simplify our hardware platform, and we
wanted flexibility. iPhones tend to be expensive, but Epic does not support the Android platform
on all their applications yet. Rover works on Android on the nursing side, but it doesn’t work on
the specimen collection side. When we were making our investment, that influenced what we
were buying.
We did look at Apple smartphones. Our first decision was between iPhones or Androids. We
migrated to Androids because they are able to work with different products. We were concerned
about the alerts coming to the top of the Apple smartphones. We don’t want those alerts to be
buried; we want them to pop up. However, iPhones weren’t able to have alerts pop up. We also
can’t take out or easily replace the battery of an iPhone, so we went with Androids.
We are contracted with Apple.
The iPhone 4s are eventually going away. Cerner did not give us iPhones as an option for their
CareAware platform. People steal the iPhones, so they are harder to keep track of.
We were going to go with the iPhones because they are familiar. Just about everybody uses them,
and people would have been happy with them.
We provide iPhones to our hospital nurses.
The phones are performing and holding up well.
We might have to switch off of our iPhones because our vendor doesn’t support them. We might
have to go to the Zebra MC40s.
Our people love Apple phones.
We have purchased Apple phones, and they are in use.
Our current standard version is the iPhone 6s.
We will primarily use Apple devices.
Apple does not know how to deal with companies very well and thinks it is okay to charge
consumer prices to companies that want to buy 10,000 phones. We would have gone with Android
phones, but our doctors didn’t want them. We finally decided to buy some iPhone 5 phones at a
discounted price. The phones are old but cheaper than new ones. Our doctors can make calls on
them. The bottom line is that most of the calling functionality is irrelevant to our doctors. They
can access patient records on the phones, and eventually, they will be able to enter orders on the
phones. There is still a lot of functionality that we want to add to the phones through some other
applications we will put onto the phones.
We purchased phones for our executive team, and most members of the team choose to get an
iPhone.
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I don’t have to worry as much about security on Apple devices because they are much more easily
utilized by nurses for more things. The screen on the phone we are considering is larger than most
phone screens.
We do have a lease agreement with Apple. If the Apple devices are dropped or broken, we can
easily swap them out. Things are controlled by our IT department. The IT people can track, lock,
and wipe the devices, so we don’t have a ton of risk.
We have already made a commitment to Apple. Currently, on the faculty side, we only allow
people to use the iPhones. We didn’t want to support multiple devices. A long time ago, we were
supporting multiple devices, and that was a pain. We have become an Apple institution, and
people have to deal with that.
We started down the path of Apple devices a few years ago before Android devices really became a
serious competitor, and we stayed with the Apple devices because those are what we grew up with
organizationally.
To help these phones hold up better in the healthcare environment, we have put Otter boxes on
them to make sure that when they are dropped, they don’t break.
Apple has done pretty well in terms of serving the needs of healthcare professionals. We like that
Apple devices are more locked down because people can’t put just anything on them. We have
been impressed with that. We are only using a limited number of devices at our facility right now,
so I can’t say much about the devices’ durability.
Working with iPhones has been easy and good for our providers. The phones are stable and easy
to operate, and that makes them more user friendly.
Many companies want to get into healthcare, like Google, Microsoft, Dell, or Apple. We have been
seeing that for the last four or five years. I do not pay a lot of attention to things until they get to be
a little more mainstream. Getting every new big data application is like going after the next shiny
toy. The tipping point is not quite there. Our environment is right. We are mobile and wireless, and
there is big data. Anything can connect to anything, so we can go straight from blood pressure
readings to our EMR. The patient portals have not reached the tipping point. I don’t know who
is going to win in that market segment. I think Apple is poised well for having their smartphones
used in healthcare, including the Apple Watch, which has the largest consumer share and is a
trusted name. The environment is right for the right kind of spark. The Windows phone has failed;
Google isn’t into hardware much. With the mobile Apple Watch and iPhone, Apple seems to be in
the best position to leverage their existing strengths and make a big name in healthcare.
iPhones are very strong. They have great usability, and that is why people like them. Also, I think
it is great that there are iPhones with small screens and iPhones with big screens. The big screens
are better for viewing information in our EMR and things like that.
Apple does things well, but I think most of the phones don’t capture all of the clinical data. That
isn’t necessarily the phones’ fault; the problem has a lot to do with clinical systems and how they
are applied. In addition, we have been promised that the way Apple uses FHIR in their applications
will change in the next year or two, but I am not certain that the promises will be kept.
There are some limitations that Android devices have that Apple devices do not have, so we would
be probably more amenable to working with iPhones than Androids, especially when considering
device security.
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The devices are all really an afterthought. To me, the applications used are the most important
because they ensure the security and help us meet the HIPAA standards. A phone is never going
to do that by itself, but an application might. I don’t care whether a device is an Apple phone
or a Samsung phone as long as it can run the applications that we need. There are other issues
we have to address through policies about phone usage because the devices are not inherently
secure.
The Apple smartphones meet the basic needs of our employees. However, the phones are limited
by the native browser and other features.
Apple is strong in meeting the unique needs of healthcare, and they are moving in a very strong
direction.
Whenever Apple does updates, they don’t consider the healthcare aspect. When they send out
an update, our other vendor has to test the update and tell us whether it is okay to use. However,
that vendor’s testing isn’t foolproof. When we roll out updates to hundreds of devices, we run into
issues that no one can predict. We are currently working with Apple to resolve an issue. Since we
did one update, the devices keep dropping off of our Wi-Fi. I don’t feel that Apple really looks at
the healthcare perspective.
I am an Apple guy. I have friends that are Android people, but I will never give up my Apple phone.
I think Apple is just going to start pushing the healthcare aspect with their apps. They are going to
do more tracking of heartbeats and more for AF, and as a consumer, I think that is a very valuable
thing. When Apple’s AF app comes out, it will actually be able to detect AF and alert the user.
Smartphones should be more consumer-centric, and the upcoming Apple apps are examples of
ways to make phones more consumer-centric.
Our biggest pain point with mobile apps and devices is Wi-Fi. We had multiple meetings with
Cisco, Apple, and AT&T, and there is such a disconnect on working together to make sure the next
iOS update accommodates Wi-Fi access points. There is a lack of integration between iOS devices,
especially between iPhones and the Cisco access points. Neither company had an update to fix
the issue, so we still have people carrying these devices around that just die. The voice-over IP is
unforgiving, so it is also a huge pain point. Some of us would prefer to use Android and Samsung
devices. They are cheaper, and Apple doesn’t let us control a lot of the device’s functionality. We
still have people that jump off the controlled Wi-Fi and on to the guest network to browse things
they shouldn’t.
We did deploy iPhones, but they didn’t hold up. We had a lot of damaged phones and broken
screens, so we switched to MC40 phones. Those are more durable. The iPhones held up fine at the
management level, but they didn’t work for our clinicians and therapists. We used some durable
battery cases to make them stronger, but the phones themselves were fragile.
iPhones have a huge problem; they don’t maintain the connection with the wireless network. The
connection can drop, which is a problem for instant messaging or alerts. We don’t have that issue
with our other smartphones. Apple’s phones are somewhat weak for healthcare. They do some
things really well, and there are some things that we can’t run on our other phones yet, but I am
hoping that will be fixed quickly. We will abandon the iPhone when those devices work better.
We are looking into the Apple smartphones again. At first, we only heard about the phones
breaking and about the cost needed to fix or replace them. However, we have recently heard that
the phones have become better. We will see what comes of that.
We have a pretty big deployment of iPads for certain things. Whoever can figure out the corporate
environment first will really get a lock on the market.
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The jacket for the phones is pretty good. It is drop proof but not waterproof. The phone is a
little bit thicker and clunkier with the jacket. One issue we have is that the scanner built into the
jacket requires its own battery, and that battery does not last the full shift. We are working with
PatientSafe Solutions on that issue. They have an option for a soft scan that doesn’t require the
jacket. That functionality uses the camera instead. There are limits with the iPhones in terms of
mobile device management, and we have to try to keep track of a fleet of small devices and make
sure they don’t walk out or get lost or broken. We are also limited in some capabilities because of
what Apple will and won’t let us do.
Our physicians bring their own phones. Most of our physicians use iPhones, and those phones are
fine.
Until smartphones have a little more power and the ability for us to essentially dock it and have
it be our workstation, the role of smartphones in healthcare will be limited to consumption and
not production. The smartphones are great if clinicians want to check their schedules or pull up a
patient’s diagnosis. But in terms of being used for actual charting, smartphones are a long way off.
We used the iPhone 4S a few years ago, but the connectivity wasn’t good. We had to switch
phones.
I think the major two phone types are Android and iPhone. It seems that the necessary tools
are available in both of those phones, so there is no real differentiation in that area. Apple has
probably gotten more press than Androids have, and I think Apple has done some innovation in
partnership with Epic on the HealthKit tool and such. We don’t necessarily see all of those things
in the Android space, but I would venture to guess that the Android people will be right behind
Apple or catch up really quickly.
We don’t have an opinion on Apple’s ability to deliver in the healthcare market because we are not
using their phones in that manner. The smartphones are used by our maintenance and support
people that don’t have a part in the healthcare portion. Physicians are not using these devices to
pull up information. We may be more concerned about phone selection in the future.
Apple has great user experience, obviously. However, I think that trying to integrate iOS with
healthcare systems would be hard.
I think iPhones have a place. With a case, an iPhone may or may not be indestructible, but I think
that iPhones work out reasonably well. Some of our transporters carry an iPhone rather than a
CT50. I think weight is an issue. The CT50 is pretty heavy; the iPhone is a little lighter. I think in the
future, as more people head down the mobile path, a lighter-weight version of the CT50 probably
would be better. But the lightness can also be a problem. We are honestly concerned that if we
rolled out iPhones, a lot of them would go missing.
Apple is very strong because they can manage their security fairly easily.
Apple seems to have a bit more closed systems, and I think there are some advantages there.
Apple is very strong.
Apple’s phones are strong for the needs of healthcare.
The iPhones have worked out well. We get a good deal on them, and they seem to hold up.
Apple’s smartphones are extremely adaptable. They have been well tested in the general
consumer market.
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Our clinicians prefer the functionality of Apple phones. The clinicians also like the apps that they
can use on Apple phones. Our operations folks like the simplicity of Apple phones.
Two or three years ago, vendors had to back Apple, and Cerner was a big backer of Apple. We have
a lot of Apple’s mobility products in play that extend our Cerner platform to our physicians. I think
that the world is coming to a place where the tools need to be way more end-point agnostic. Over
time, we will get to a point where we use a full-stipend model, and part of our system selection
will be ruling out systems that can’t support the variety of end points that are out there with
smartphones.
Apple’s phones need a protective cover around them. With that, they are fine. Without it, the
screens break in a week or two.
I don’t think Apple’s smartphones are ready to compete in the healthcare security space. We
tested them recently, and they did not meet the needs our organization had for smartphones.
Perhaps things will change after Apple works with Cisco a while longer. I love apple products for
personal use, but I don’t think they work commercially in the healthcare space yet. Trying to set
up different users on the same iPhone doesn’t really work, and the batteries can’t be removed and
swapped like other smartphone batteries. Other phones have a lot more applications and features
that make our lives easier.
I think Apple phones are pretty reputable. I don’t have any firsthand experience, but different
speakers at conferences have presented how they have used Apple products in their hospitals in
positive ways.
Apple smartphones are very strong. There certainly isn’t anything perfect about these
smartphones, but the HealthKit piece is starting to pick up. Epic is integrating their systems with
HealthKit. The patient monitoring companies are even integrating with HealthKit. iPhones can
do various things right out of the box, such as tracking steps. We can also integrate Bluetooth
glucometers and blood pressure cuffs. We have seen vendors that integrate with the Apple
ecosystem. We didn’t choose any of those vendors, but their integrations are slick. We think that
Apple is in a great position and will continue to be as they move forward.
The iPhone has been a challenge in terms of barcode scanning sleds. We have been using a
barcode scanning sled that hasn’t been very durable, so I have been working very closely with
Apple to round out their tool. We really need better sled solutions so that we can have a fully solid
solution; we just haven’t found the home-run sled. There are no vendors that make a sled with a
hot-swap battery for iPhones. The vendors we are working with have a case with an extra battery
in it, but it isn’t the same as having a hot-swap battery. So we have to buy a lot more iPhones
because when we can’t swap batteries, we have to just wait until the phones charge again.
The stability and usability of the iPhone is outstanding. On our Cisco Wi-Fi, the phone is very
robust. Operationally, though, things have just been tough. The phones jump from access point to
access point as we walk down the hall, which is concerning because it is critical that the calls we
are on don’t drop and that messages can keep coming through to the phones. Cisco is partnered
with Apple to make sure that our Wi-Fi is solid, and that has been really good. Our Wi-Fi has been
solid.
If we had better barcode scanning sleds for our iPhones, we would have smooth sailing. I have
been bugging Apple to build something, and they won’t do it. They turn to third-party solutions
instead. Because we can’t take out the battery to charge our iPhones, we have to plug them in to
charge them. In terms of cost and usability, it would be far better if at the end of a nurse’s 12-hour
shift we could pop the battery off a case and put a new one in. Instead, we are basically having to
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double up on phones. So when nurses are off their shifts, they have to plug their phones in, and
the nurses that come in next have to use a whole new phone. Furthermore, depending on the
intensity of the shift, nurses may have to plug in their phones in the middle of their shift. There are
all kinds of sleds with an extra battery, but there is no hot-swap battery for iPhones.
Because the Vocera app is not native to iPhones, when we shut down the app, communication
is delayed. When the app is shut down, iPhones only check for new messages in the background
periodically. We diligently tell people that they should leave the app running because when the
app is running, communication is instant. If the app is not running, it could take 20 minutes for
doctors to receive a message. From what I understand, this is an iOS-related problem. Android
phones keep apps running in the background when the apps are shut down. The majority of our
doctors have Apple phones, but we can’t really force them to use Android phones. This problem
we are having is an Apple problem, but Apple phones are ubiquitous. There is no way we can get
rid of our doctors’ Apple phones, so we are stuck with the problem for now.
We have seen how Apple phones are used in healthcare, and they are not holding up well.
We originally went with an iPhone 4, and everything was working great. Then Apple made some
incremental changes with the iPhone 5, and we ended up with a lot of problems. So we stopped
using Apple’s devices and went with the Zebra MC40s.
The iPhones have held up well. We haven’t had issues with exposure to moisture. Our control
department was very conscious about exposure to moisture when we first got the smartphones.
We have not experienced any specific problems with the Apple smartphones. All of our
smartphones are issued with protectors to prevent them from being damaged when they are
dropped.
When I have talked to other providers, they have advised against getting iPhones. They basically
said that Apple is just very hard to deal with in terms of enhancement requests and things like
that.
I haven’t found an app yet that I can’t run on an iPhone.
About half of our people have Apple phones, and everyone else has a Samsung phone.
Epic’s Apple-specific apps are more robust and easier to use than their Android-specific apps, so
we felt compelled to choose Apple’s phones.
The issue is not with the phones themselves; the problem is the screen real estate. Apple products
are great in terms of consumption but less great for taking action. Most people don’t want to input
data into a device with such a small screen. When I was at the hospital, I found that the physicians
liked to use them to look at their patient lists for rounding or to view results. Not too many people
used iPhones for order entry. I think that there are some solutions out there that allow the user
to basically dictate notes through the phone. I think our employees would use those solutions.
However, unless the users were just using a canned order set or something similar, it would be a
little cumbersome to navigate around the screen and select a bunch of things. Smartphones are
great on the consumption end but not so great on the data-input end.
Going with Apple devices has largely been influenced by the applications we use. The products
have worked well with the applications we use.
The Apple smartphones aren’t able to hold up to the unique needs of healthcare. We have to make
the phones more rugged and do all sorts of things to them.
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Our perception is that the iPhone was really made for the laypeople. It was really not made for
a business atmosphere. Its battery life isn’t long enough, and it doesn’t hold onto Wi-Fi signals
well enough. After a certain amount of time, our iPhones would go to sleep and not wake up to
show phone calls or alerts. The iPhones sometimes logged us off and wouldn’t log us back on. I
could walk from the nurses’ station to a patient room four doors away and not be on the network
anymore. I think that the biggest change that we made from last year with CareAware Connect
that made a ton of difference was moving to Android phones.
When we originally went live, we went live on iPhones and the wireless infrastructure. There were
lots of issues with direct calls and things not working the way they were supposed to. Once we
moved to Android phones, 99% of the problems were eliminated. That made a huge difference.
Had we started on an Android platform, we probably would be miles ahead of where we are now.
The Android platform is much more stable than the iPhone platform.
Apple has the strongest smartphones. They are standardized.
I would say that Apple holds up to the needs of healthcare, but we aren’t really using the Apple
smartphones in intense clinical environments.
We don’t trust Apple smartphones. They are easily hackable, and we need to protect our PHI.
Things are working out great with the Apple phones.
I have been surprised by how well our iPhones have held up. We do have problems with theft. We
are an intercity hospital, and if we set our phones down, they are gone. My staff takes care of the
phones, and we have more problems with our MDM software than anything else about the phones.
With that software, the phones are disconnecting, people are not able to get their email, and
people don’t know how to reset things.
We believe that Apple’s smartphones would not hold up since the screens are easily cracked when
they are dropped.
Apple has a lot of market share. Most people in our organizations use iPhones.
Groups are creating medical apps for Apple phones, but I don’t think that smartphones are ideal
tools for healthcare. That said, I think it would be interesting to see what cell-service providers like
AT&T and Verizon could do when it comes to PHI security. I know that there are some good MDM
products. For example, I really like AirWatch. That is an awesome product, and I am pushing our
practice to purchase it.
Apple smartphones are very durable and easy to use.
I would rate Apple higher than I would rate Android. I think Epic’s support for Apple seems to be
better than the support for Android.
I think the Apple phones are fine.
The screens on the Apple smartphones crack easily when the phones are dropped.
If we also provide cases for the iPhones, they hold up fine, so we provide cases.
Apple phones are below average. One can make the physical device durable by getting a case
from a company such as OtterBox, but the challenges are Apple’s closed-garden approach and the
limitations on the software compatibility.
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Phone screens don’t have enough real estate for us to look at radiology images and things like
that. We have to scroll all over the place to see things. We can definitely use smartphones to look
at text results, but we can’t look at images.
We have had the Apple phones in use for a couple of years with very good results. Only a few have
been returned because of damage.
I don’t know anything particular about Apple’s involvement in healthcare. Obviously, they are
involved in healthcare because it is a big marketplace for them. However, we don’t necessarily use
their units on our desktop or in the field. Those units are too expensive. The iPhones can also be
expensive, but we are able to get deals for our purchases. I assume that Apple is doing what they
need to do in healthcare, but we don’t utilize their devices for anything particular to healthcare.
The quality of Apple products has degraded since the passing of Steve Jobs. For example, during
conference calls, we can’t easily mute ourselves after a certain amount of time. We have to go
through a lot of steps to be able to hit the mute button. Prior to Jobs’ death, we were able to
quickly mute our phones. Now, we have to go through a 15-second adventure to do so. However, I
would still rate the Apple smartphones as fairly strong.
I partly love Apple, but mostly I hate them, so I will give them a neutral rating.
Apple phones are very expensive, so we don’t use a lot of their capabilities. We would consider a
cheaper code-grade clinician device if it had the software and hardware power needed for the core
tasks. Apple devices are not ideally suited for healthcare. Their consumer model is hard to manage
as an enterprise. They are not our friend when we try to get bulk discounts. If we order 10,000
phones, there ought to be a premium on that purchasing power. We wonder if Apple’s phones are
solving our problem.
Apple phones are fairly reliable, but we find that their life cycle ends in two or three years. That
can be expensive. We wonder whether we really need to get a new operating system every two or
three years when we are using the same app. It is complicated because upgrades are important.
We have to keep the software up to date.
The mobile platform and Apple app store allow us to do a lot of clinical operations. That single
platform can support a variety of apps, and those apps should integrate with each other. That is
where Apple is wonderful.
So far, the Apple phones have been fine for what we have used them for. We feel pretty good about
the phones, but I don’t know any other details.
Personally, I am more comfortable with Apple than Samsung because Apple has much tighter
control over what apps are on their phones.
We tried the iPhones and extended batteries that had the potential to scan medications, but at the
time, the iOS operating system didn’t respect our network-authentication protocols very well.
I don’t like that Apple is so controlling and locks stuff down, but the fact that they do lock things
down is a blessing in a work environment.
Some physicians have used Apple phones and have had good results.
We like the reliability of Apple’s smartphones when it comes to testing apps. However, the phones
do have some limitations. Their wireless capabilities aren’t strong.
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How good a device is for healthcare depends on the applications that are on the device. Some
applications are written better for Android or Apple phones. The PC pretty much dominates in
certain markets. For graphic solutions and photo editing, the Mac is going to win over the PC. I
really don’t think that there is one platform that stands out from the others. It all depends on
which application someone wants to use. Different applications may work a little bit better on
Android or Apple devices.
I think that Apple smartphones would hold up to the needs of healthcare. I am not an iPhone user,
but there are many tech people who are.
Apple has room to improve. For example, we can’t use secure communications solutions with the
Apple smartphones. We also can’t override the mute setting. If users mute their phones and start
missing pages, we can’t undo the mute setting. With the Samsung smartphones, users can adjust
the mute setting. At the application level, there are things specific to healthcare that Apple needs
to bend on. We can’t have people missing pages.
Our desktop-support people and technical people all use Android phones and can’t understand
why all of our doctors are using iPhones. The desktop people feel that the Android platform works
better for healthcare, but most of our providers like iPhones because of the cool things Apple does
and the ability to put everything together.
We are neutral toward all smartphones because they all seem agnostic toward healthcare.
Apple phones are strong.
We would probably go with Apple smartphones because of the prominence of those phones within
our market. All people use the same software, even though the hardware might be different.
We tried Apple’s devices out. They just were not a good fit for us.

Ascom
The Myco is nice and light, but it has a small enough screen that it is not certified for Epic. It
won’t run Epic Rover, which is the clinical app that we need to be able to run. We have had some
breakage problems. Ascom has figured out what the problems are, and they have really worked
to fix them. We feel good about what they are doing, and we are currently deploying one of their
models.
Ascom is proprietary with their software and hardware, so we ruled out their smartphones.
We are doing demos of the Ascom smartphones to see whether they will help us eliminate
computers from the patient rooms.
We provide Ascom smartphones to our ED people.
We had Ascom phones for our in-house mobile phones tied to our PBX, but they did not have a
smartphone component that met our specifications when we were looking for smartphones.
Our nurses carry around the Ascom smartphones.
We use Ascom phones in some of our facilities. Those phones were there when we acquired these
facilities. We don’t really have much of an opinion on these phones, but they seem to be fine.
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Based on my exposure to Ascom, I don’t think their devices are really smartphones. The one
product they have that is basically a smartphone doesn’t work on cell towers. It works on Wi-Fi
networks. Maybe there is another Ascom product line out there that is different than what I have
used. We have about 200 Ascom devices.
I have never heard of Ascom.
We looked at possibly distributing Ascom phones.
Ascom has proprietary software; users have to acquire the software and the hardware.
The Ascom smartphones can hold up to the needs of healthcare. However, we can’t load our
applications on the devices, and that lowers our score of the phones.
We are doing demos of some of Ascom’s smartphones. We have their wireless phones deployed
in certain areas. The Ascom phones meet the needs of healthcare very well. We are just trying
to figure out how to navigate from the plain wireless phones to the smartphone platform. The
smartphones could work with our current apps.
Our nurses do not like Ascom’s smartphones even though they are made for the healthcare
environment. The nurses thought they were too bulky.
The Ascom smartphones hold up well. They don’t break easily. Because of that, our nurses really
like them.
Our Ascom phones have been strong. Ascom has been a little slow to get into the smartphone
space, and the phones may be a little weak on the security front. Ascom will be a player for the
long term. They have a good reputation.
We aren’t familiar with Ascom.

Honeywell
Cerner only gave us Honeywell or Zebra as options to use with the CareAware platform.
We got Honeywell phones because of their compatibility with our AirWatch mobile-security
platform and because we felt that they would be durable. The screen size was also a factor.
We purchased Honeywell phones for the medical-staff members to use while here at work because
of the seamless connection to our communication system.
Honeywell is strong in the healthcare space. We actually use a couple of different things from
Honeywell, such as the one-pound bedside printers. We can scan barcodes and print labels right
at the bedside. We use a scanner that Honeywell has on our PatientSafe Solutions devices, and
because of our experiences, we are encouraged about the phones. Honeywell has created a
much nicer jacket for the Android phones. I wish that Honeywell had something similar for Apple
products; if they did, we would definitely look at that product.
I have heard of Honeywell, but I haven’t heard of their phones. Apparently Honeywell makes a lot
of different types of equipment.
Healthcare seems so far outside of Honeywell’s scope. I feel like they have low brand recognition
as far as smartphones are concerned.
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The CT50 phones are pretty rugged; nobody could hurt one. Those phones are healthcare devices.
There are certainly call-quality or call-clarity issues when the speaker is placed in a certain area,
but in general, the CT50 phone has all of the features we would ever need.
Honeywell has a tough entry point into the market.
We only did a demo with Honeywell.
I am pretty sure that Honeywell made my furnace, but I don’t know anything about their phones.
Honeywell phones are a little bit flaky. We have occasional connectivity issues; our connections
drop, and then the phones reconnect.
The Honeywell devices are a little heavier and bulkier than other devices. The fact that they are
heavier is probably not going to make much of a difference in the decision in the end. In terms of
functionality, the devices are about even with the Zebra devices. We are going to use the barcode
scanner on the Honeywell devices. That piece is good and has all the needed features. The
Honeywell devices weren’t hard to set up and get on the network. The devices look like hospital
instruments, so we are not going to get them confused with anything else. Because of that, theft is
not an issue with the Honeywell devices as it is with our iPhones.
We believe that Honeywell’s smartphones would hold up well in our environment, but the nurses
think they are too bulky and heavy.
We use Honeywell scanners and other mobile products. Honeywell has a reputation for great
service and good products.
Honeywell’s phones are slightly better than middle-of-the-road phones.
Honeywell has some wonderful things. They have a lot of people and a lot of revenue, but they
always seem to get bogged down. They are going to reenter the smartphone world, but that is old
news.
We are familiar with Honeywell, but we aren’t familiar with what they do in healthcare.
We found that we had a lot more success with devices built specifically for healthcare; I didn’t
have to figure out a whole different infection-control process, and the voice-quality was much
better with those devices. Honeywell did a good job.

Samsung
We have purchased Samsung smartphones with the last year. Our organization specifically
requested the brand. Otherwise, I would have gone with the Apple smartphones.
We haven’t had any problems with the Samsung phones. Of course, we are only talking about
phones. The phones alert us when there is an update available and ask us whether we want to
download it. Those downloads will usually come over the cellular data network. I don’t know
whether the Apple phones do the same thing. We are not an Apple house, so everything Apple
tends to be a problem one way or another.
There are strengths with Samsung. There are people who use Samsung phones. A lot of people
like our BYOD option, but the demand for it is not so overwhelming that we need to make that
our only option. I used a Samsung phone myself but eventually moved over to the Apple platform
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so that I wouldn’t have to carry two phones. Either Apple or Samsung phones would be fine. We
do not have a set of technical requirements that a phone must meet. We do not have apps, and
we try to ensure that our devices are agnostic. We do not want to be restricted to one platform or
another, so when we launched mobile functionality, we tested on a smattering software.
We have purchased some Android phones from Samsung.
We didn’t purchase the Samsung smartphones because we didn’t want to buy a phone and have
to make it more rugged. With Androids or iPhones, we would have to go through the heartache of
finding the right phone cases and doing infection control testing. We wanted to go with a company
that would do those things for us. We wanted a fully functional device that didn’t require any work
from us.
We mainly support Apple phones but will also allow Samsung phones.
Our current Samsung phone is the Samsung Galaxy S5.
We purchased phones for our executives, and a few received a Samsung device.
We can do more with Android devices. They are kind of wide open, which makes them not as
secure and harder to lock down.
We have a few Samsung smartphones. They are being replaced as needed.
We used to use the Samsung smartphones. However, as we moved to support only one device, the
Apple smartphones won out. If an employee wants to use an Android, that person can go buy one.
We are an Apple shop, though.
We felt the Samsung Galaxy devices were the best solution for our staff. They are more durable
and robust in the applications we need.
We have some concerns about the Samsung batteries exploding because we have heard about
that on the news. This is a problem because a lot of times, we have the smartphones on carts with
other equipment. Overall, the physicians that use the Samsung phones don’t have any problems
with them meeting their needs.
We could use Samsung devices, but most of the functionality we need out of one of our software
products is iOS specific. We could get about 80% of that functionality on Android devices, but we
are basically forced into using Apple to get the fullest functionality out of our software product.
It seems like iPhones are easier to use than Androids. That is the general feedback we get from
providers. I don’t have much of an opinion when it comes to how the applications work on each
device.
I have not followed Samsung’s healthcare trajectory to any great extent. I really feel that the
mobile area is both at the consumer level and the provider level, and it is really going to take off. It
already has taken off, but it hasn’t made using the EMR easier.
As we have gotten involved in the smartphone space and researched the robustness of
communication platforms, we have found that Androids seem to hold up best to the unique needs
in healthcare. I do think that is changing. Even as we work with our health system and talk about
Epic and such, I know our health system is working with Epic and looking at whether iPhones can
be a viable consideration. We have had a variety of Androids and aren’t exclusive with any one
Android company. Obviously, each type of phone has its pros and cons.
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I think that Samsung has just as much potential as Apple. I think Samsung mostly uses Android
phones, and I think Samsung has as good of a chance to fulfill our needs from a clinical
perspective as Apple does.
Many healthcare applications can only be used on specific browsers. Samsung provides
inconsistent support. From an end-user perspective, the smartphones are a little confusing to use.
I don’t have much of an opinion on Samsung. We only use their smartphones because of our BYOD
program. Our other vendor had to get their app to work for the Android, and that was difficult.
It took a while to be able to use the Android on all different platforms. If providers have older
Android devices, we struggle because the devices don’t have the right platform. We either have to
get our other vendor to change their programming or just give the providers an iPhone. Also, when
new phones come out, some people like to quickly adopt the new phones. However, our other
vendor isn’t always ready for the new phones, so that poses some challenges.
Samsung is a good vendor. I haven’t really played with an Android phone. People often tell me
that Android phones are more intuitive than iPhones. I believe that iPhones are more intuitive and
that people just have different preferences. I think Apple’s latest announcements and especially
the iPhone X sent a message to Samsung. I think the smartphone race is down to just Samsung
and Apple.
From what I know about the Samsung tablets, they have MDM challenges. I am not sure whether
those are on Samsung’s side or the customers’ side.
We haven’t had any issues with our Samsung phones. Several of our people use them.
The smartphones are just too small, and the requirements of charting require too much tactile
input.
I think the major two phone types are Android and iPhone. It seems that the necessary tools
are available in both of those phones, so there is no real differentiation in that area. Apple has
probably gotten more press than Androids have, and I think Apple has done some innovation in
partnership with Epic on the HealthKit tool and such. We don’t necessarily see those all of those
things in the Android space, but I would venture to guess that the Android people will be right
behind Apple or catch up really quickly.
I think we would do just fine with Samsung phones. However, I think we could do a bit more with a
different operating system
Android’s phones are more versatile and adjustable. The Android operating system would
interface more easily with healthcare systems.
We considered Samsung, but unfortunately, while Epic has certified the Zebra MC40 phone and
the Honeywell CT50 phone and is working on the Zebra TC51 phone, I am not aware of Epic
certifying a Samsung phone. We have the same issue with Voalte, who has only certified the MC40
and CT50 phones. They have not even certified the TC51 phone yet, and they haven’t certified any
phones from Spectralink. So, unfortunately, our options are kind of limited.
If we had to choose, we would go with Apple, but Samsung would be a close second. A lot of our
people use Samsung phones, and we have had a lot of success with those devices.
I think Samsung’s products are fine, but the only company we contract with is Apple, so I don’t
have any Samsung phones here. We don’t purchase Samsung phones.
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I think Samsung phones are the best. I am partial to Android phones.
Some people persistently prefer the Samsung platform.
Our technical folks like the flexibility of Android phones.
I use a Samsung device as my personal device, and I think that Samsung has good products. They
seem to be very motivated and involved in helping in the healthcare space with their tools, so I
would think they are a strong option.
Before deciding to go with Apple, we mostly looked at Samsung. We haven’t looked at Samsung’s
phones in the past several years. Samsung uses subpar software, which leads to a subpar
smartphone experience. Looking back, the software was part of the reason we didn’t select
Androids. We decided to go with iPhones.
I think the Samsung phones are pretty weak. Only a certain number of healthcare apps will run on
an Android operating system.
I like Android best, but some of our people disagree with me.
We have used Samsung and HP devices not as smartphones but for mobile specimen collection.
That was driven by the EMR we had at one of our facilities for positive patient ID and specimen
scanning.
In terms of ruggedness, Androids are no different from iPhones. We would have to do infection
control testing on the Samsung smartphones.
Samsung phones are pretty solid, but they aren’t as strong as Apple phones.
With Samsung smartphones, we have complete control. We can choose when and where they
work in our hospital.
Samsung phones hold up pretty well. But we can only use those for BYOD programs.
The screens on Samsung’s smartphones tend to crack when dropped. They are similar to Apple’s
smartphones in that regard.
Samsung smartphones are comparable to Apple smartphones. I just prefer Apple phones.
Samsung’s smartphones definitely meet our needs. However, the technology is starting to show its
age.
I think Samsung phones would work fine.
I haven’t seen a lot of healthcare-specific marketing from Samsung. They have what I perceive
as an advantage with the Android platform. The problem with the Android platform is that one
Android phone is basically the same as any other Android phone. I don’t know whether Samsung
has a strong presence in healthcare.
We have experienced good results with the Samsung phones.
We have less confidence in the Samsung phones. Samsung isn’t necessarily weak in the healthcare
field, but they are weak in general. If a phone is going to break, it will be a Samsung phone.
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Samsung’s relationship with healthcare is similar to Apple’s. Personally, I use an iPhone. I don’t
necessarily love Apple devices, but the phones hold up. We can run a car over the phones, and
they will still work. If we drop a Samsung phone on our desk, there is a good chance it will break.
We are familiar with Samsung. However, we aren’t familiar with what they do in healthcare.
Half of the people here have Samsung phones, and half of them have Apple phones. The Samsung
phones all work how they are supposed to.
I have access to a lot of things with the Samsung phones, but that also makes the phones more
dangerous, particularly in the hands of end users rather than tech people like me. The users can
put a lot of different apps on the Samsung phones.
I see the advantages of Android. We can do more with Android devices, and they are more
powerful tools than other devices. But because of that, they are also more complicated.
We have talked to other sites that use Samsung devices. They reported that they like the way the
devices have held up and that they have not had any problems with the devices.
I don’t trust the security on Android phones. There is a lack of standardization. I love the cost of
the phones, but I don’t want the security risk. I feel like there is so much change even within a
product line from a vendor on their own platform, so there is not a lot of platform stability.
We like Samsung’s smartphones because of their ability to switch to different wireless AP routers.
I suppose that Samsung smartphones would let us do what we want to do, but we would have to
work through an app or an add-on. Samsung wouldn’t make the smartphones our own like Apple
would.
Samsung smartphones are strong.
Samsung is who we selected.

Spectralink
We may elect to buy Spectralink smartphones if they can be used with Epic’s Canto and Haiku
applications.
We had the Spectralink PIVOT phones in place. We weren’t happy with the customer service from
the company, so we decided to move toward another company.
We did a trial of the Spectralink PIVOT phones on the floor, and the staff loved them.
Unfortunately, they are not certified by Cerner.
We could never fully get the SpectraLink phones to stay connected to the network, so we had
issues with the phones staying on the wireless network.
We are looking at buying Spectralink smartphones for our nurses.
Spectralink has just as much opportunity as other companies do to hold up to the needs of
healthcare. No one has actually managed to do that adequately yet, but we will see what happens.
We didn’t look at the Spectralink phones.
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I think healthcare is SpectraLink’s focus. That is why we chose their device. We felt it would
give us a more rigid platform, and it just seemed to work better in the healthcare environment.
SpectraLink has spent a lot of time developing in that space.
I am familiar with SpectraLink, and I used to use SpectraLink products quite a bit. SpectraLink
doesn’t produce a cell phone, so I wouldn’t really call their product a smartphone. But maybe
there is something in development; I am not sure.
Spectralink has a good product. We believe it would be durable enough for our environment.
We tested Spectralink phones, and they didn’t work for the needs our organization has.
We used Spectralink phones before at another site.
The Spectralink phones are weak because of the proprietary software.
I am familiar with Spectralink phones, and while I think they are capable, I don’t think they are as
capable as other phones.
We looked at the Spectralink PIVOT devices. We trialed them on the floor, and the nurses loved
them. However, these devices are not certified by Cerner.
Spectralink’s smartphones would hold up in our environment, but the screens are too little.
We tried the SpectraLink phones and didn’t have any luck. We had problems staying connected to
the wireless network.
One of our staff members has used the Spectralink phone.
I have heard that Cisco is moving to form something of a partnership with Spectralink. I don’t
know whether that is true. Spectralink has a good reputation, and their strength is that they are
known for doing a good job of integrating with applications. I would give Spectralink an aboveaverage rating in the healthcare space.
I think that specialty devices, like the ones provided by Spectralink and Vocera, are being replaced
by smartphones. Smartphones are just more powerful; we can put apps on them. I don’t think
companies like the two I just mentioned will be around for much longer.
We aren’t familiar with Spectralink.
We have talked to other sites that use the Spectralink phones, and they have not had any
problems with the durability of the phones.
As far as we know, Spectralink’s smartphones are cost effective, durable, and easy to integrate.
We have prior knowledge from one of our staff members who had used Spectralink.

Zebra
Voalte gave us the option of using iPhones or MC40 phones. We found that the MC40 phones
behaved a little better in the enterprise environment than the iPhones did.
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We use Zebra devices where we can. We are rolling them out to most of our nursing units, and
nobody else is supposed to get them. We are still buying Zebra phones, and we recently rolled out
the first couple of units. We had to work hard to make everything work and figure out which phone
would work with all the software.
Voalte gave us two certified smartphone options: the iPhone and the MC40, which Zebra acquired
from Motorola. We didn’t go with the MC40 Android devices because we heard they had a
hardware issue. My understanding is that Motorola made a hardware change that completely
degraded the quality of the devices and made them useless for voice recognition.
We have about an 80% chance of staying with Zebra.
Our home health nurses use the Zebra smartphones. The nurses seem to like them.
The TC51 is going to be an interesting deployment for us because the nurses are not going to like
it. It is heavy. It is lighter than the MC40, but it is heavy.
Cerner only gave us Honeywell or Zebra as options to use with the CareAware platform.
We are in the process of purchasing Zebra smartphones for our nurses.
We are getting Zebra TC51-HC devices. Our unified-communications team is trying the voice
aspect of those devices. We had some issues and had to reinstall something. We needed to
change the phones to be VoIP phones in order to help with call quality. As a result, some of our
management tactics had to change as well.
We decided that the Zebra phones were just so heavy that our doctors wouldn’t like them.
We may have to go with the Zebra MC40s because our system doesn’t work with iPhones. I
hope that we don’t have to go with the Zebra smartphones. Compared to iPhones, the Zebra
smartphones are like taking a step backward.
Zebra is on the lower end. Motorola has just been pounded by the business. They are releasing
only a couple of phones a year, and I think Google sort of gutted them of all of their clients. I don’t
think there is much left at Motorola.
We have had a couple of issues related to versions of our Voalte software, and we have also had
hardware issues with the MC40 phones that affect voice quality.
Our Zebra phones are technically breakable, but they are pretty hard to break.
Zebra’s phones don’t have issues maintaining their connection to the wireless network. They are
very good phones. We can drop them from several feet, and they don’t break. We can use them to
barcode, and we can use them to run some of the functionality for Epic’s Rover system. The Zebra
phones are great, and the nurses love them. The nurses are very happy.
The Zebra phone is very heavy, and that is impacting our adoption rates. The phone tugs on our
employees’ scrubs. However, it has better connectivity in our hospital.
Zebra has really struggled in the mobile market over the last decade. They have lost a lot of
market share, and that doesn’t make me confident in them.
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The Zebra product I am familiar with is an awful product. In 2010, the vendor had a shining
example of 1980s technology. I could not believe they had produced that product. I walked around
with one of those products for a couple of months. I had to have a leather pouch on my hip to put
the phone into. The phone was too heavy to carry in a clip. We hated the product, so we got rid of
it. Hopefully Zebra has made some improvements to the product’s design, because the phone felt
as though it weighed half of a pound.
Zebra phones are strong for use in a healthcare setting. They would be good for that.
I like Zebra’s Motorola phone, and I think some of Motorola’s latest cell phones are pretty good. No
one has expressed the desire to use a Motorola phone, but I have a much more positive perception
of Motorola than of Honeywell or some other vendors.
Zebra’s Motorola phones is a good smartphone option for the healthcare space. They have a lot of
applications and features that make their phones a good option. For example, if the battery on a
Motorola phone is dead, we can take it out, put it on the charger and grab another fully-charged
battery so that our people can keep working. We also the ability to scan a barcode with the
camera on the phone. Features like that help make our jobs easier.
We moved away from Apple devices and went to Zebra’s Motorola MC40s. These devices are not
perfect, but they have improved a lot. We have fewer dropped calls and things like that, and the
Motorola devices are a little bit more stable than the iPhones were.
I have heard that Zebra Technologies and Android vendors are quicker to institute updates,
changes, and patches than Apple is.
We started testing one of our secure communications solutions with the MC40s. We are not
allowed to have the iTunes or Google Play stores on the phones themselves; we can’t directly
download and maintain those stores’ apps onto the phones. To work around that, we have
sideloaded the apps, which we did by basically loading apps onto phones through a PC or some
type of imaging device. That way, we didn’t have to put apps on the phone itself. Upon hearing
about our workaround, one secure communications vendor said that we could not sideload apps,
but another, the vendor we ended up choosing, said that we could indeed sideload apps.
When the MC40s are handed off from nurse to nurse, nurses sign in to the phone with their
assigned extension. So when nurses hand off the phones, the battery is swapped out, and the new
nurse signs in to the device with an assigned extension.
The Zebra phones are a little more robust than others but are still weak.
We have used Motorola devices for specimen collection. They get used for more for the clinical
applications instead of as smartphones, but they can be used both ways. I don’t have any
personal experience, but one of our facilities has one of those devices they are using both for
clinical applications and as a smartphone.
The Zebra smartphones handle the unique needs of healthcare. The phones are rugged, and we
can load whatever we want onto them.
I am familiar with Zebra phones, and while I think they are capable, I don’t think they are as
capable as other phones.
Everybody likes the Zebra devices because they are smaller, and we can wash them down with
anything but purple fluid. However, we use purple fluid for cleaning, so that is a big drawback.
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Our nursing director told us that we were not going to change what cleaning fluid we use because
of these devices. Apparently, if we do use the purple cleaning fluid, over time everything on the
devices will become cloudy looking. We have only used the Zebra devices in a pilot, and I really
liked them. They are good for the staff, and they have all the features and functionalities of
Android devices. The Zebra devices look like hospital devices, so they are not going to be stolen,
which is an issue that we have with our iPhones. As far as functionality goes, the Zebra devices are
as good as the Honeywell devices.
Zebra’s smartphones are very durable. They offer great battery life and screen size without being
bulky or heavy.
We use Zebra scanners, label printers, and barcode printers. We like Zebra’s products and their
service.
The phones are still so new to us that I cannot say how well they will hold up to the unique needs
of healthcare.
The Zebra phones were nice devices but very heavy. They were rugged and could take a beating.
We got a demo of the phones and abused them; they held up just fine, but they were heavy.
We know a site that uses Zebra phones.
Our system may force us to use the Zebra MC40s. I don’t want to use those phones. They are bulky
and heavy.
Zebra doesn’t seem to be at the forefront of innovation, and Zebra tries to compete strictly in
terms of pricing. The phones don’t necessarily have any distinguishing functionalities or features.
The Zebra phones are great. The company has a lot of people, and they have a tremendous
revenue. However, they can’t get out of their own way. They might be too big.
We aren’t familiar with Zebra.
We have a lot of old Motorola phones. Motorola used to be very strong, but we don’t buy their
phones anymore. People no longer want to carry those phones, and the phones are harder to find.
The Motorola phones were good, but we no longer support them. Their presence in healthcare is
weak.
I have not liked the few Motorola phones I have used.
I think Zebra makes printers and pens.

Other
I don’t know the manufacturer of the Android phones we have. The Android phones seem to have
been built mostly for commercial applications; I can actually leave our facility, walk half of a block
away, and walk back into our facility to find that I am logged in to CareAware Connect again.
Shortly after we went live with one of our applications on our iPhones, we started having a lot
of issues. We figured out that the Android platform was more stable, so we basically just cut our
losses and went to the Android phones.
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We have another vendor for our feature phones. Our feature phones aren’t smartphones; they are
just cell phones with the push-to-talk capability. We don’t have a standard for our feature phones,
but we get most of them from a company called Sonim Technologies. We have two different
models. We have a fair number of the Sonim phones in the field.
We haven’t looked at specific vendors yet. We had a demo, and we brought in a few different
vendors to give our nurses an idea of the available technology. I don’t know that the nurses are
looking at specific vendors. We have been working on a wish list of specifications for an RFP. We
are willing to entertain any vendor who fills our requirements.
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If your organization allows for BYOD, how successful has
it been?
We feel like allowing our employees to bring their own devices has been successful because
it helps to save us money. We don’t have to purchase a device; we just end up providing the
employees with a stipend for the phone plan. This saves us money and allows our employees to
have the devices they want. There is probably a 50-50 split between the number of phones that
are employer purchased and the ones that are employee purchased, but employees are still being
reimbursed in some way.
Our BYOD program has been very good. Once our staff members realize that they can just
download the app onto their phones from the app store, usage is great. Similar mobile apps
require that users download the app, set the server pathways, put in secure proxy, and so on. With
those apps, users have to bring their phone to the help desk, and the help desk has to install the
app for them because the process is so complicated. With our vendor’s application, we can guide
users through the process over the phone.
The BYOD program has been successful, and our strategy has worked fine. Essentially, if
employees want to put their work email on their phones, we have a policy that we need to install
an application on the phone that allows us to wipe the entire phone if it is lost. The strategy has
worked just fine, but when employees find out that we have to install an app to wipe their phones
if they get lost, they tell us that they don’t want to put their email on their phones anymore.
We have been doing BYOD for many years, and it has worked well.
We had successes and challenges with our BYOD system. It took the responsibility away from the
IT department for phone purchases, maintenance, and repairs. All of those kinds of things take
a lot of effort. The downside is that we are somewhat at the mercy of the three large carriers for
placing antenna systems in the building. With Verizon and AT&T, we have local antennas and we
get excellent service. Service has been a little patchy because people have been using different
carriers because we could not assure the same degree of connectivity in every nook and corner.
That was a hardware decision and not so much a clinical decision, but I have mixed feelings about
it because most hospitals have gone away from pagers. It is an institutional responsibility to make
sure that everybody can get in touch with anybody in a consistent manner. Phones numbers
are one way, and we maintain the on-call system. Once that is not enterprise wide, I fear that
communication may not be as smooth as it ought to be. Communication is the lifeblood of an
organization.
Our employees have the option to use their own phones, but if someone wants to keep his or her
own phone to use for work, that person literally has to sign the phone over to the health system,
especially if the health system is going to support the monthly costs and such. If an employee
wants to carry two phones, we issue a second phone for the employee to use for work-related
things.
Our BYOD program is going quite well. We don’t have any problems. We don’t have a mobile team,
but we recently expanded our informatics team; we gave them some IT people to work with. Now,
this team knows a lot about workflow and device integration. Because of that, this team can help
our people configure their own devices.
If users bring their own devices, we allow them to use our systems as long as they put our
lockdown software on their devices. We use Blackberry for our lockdown system. It is very
successful. A lot of our providers don’t want to carry around a second device, so they actually
prefer to bring their own devices.
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We do have a BYOD program in the clinic space, so a portion of our clinics are using their own
devices. Mainly the devices have been used by medical assistants and the front-desk staff. We are
looking to add Voalte Me to the clinics for providers.
All physicians receiving critical patient alerts, such as people on a code team, need to be on an
enterprise phone. If those people are on a device they brought on their own, we don’t know what
Wi-Fi network they are on, which operating system they are on, or what notifications they have set
up. Because of that, we can’t be sure those people would reliably receive alerts on non-enterprise
phones.
We moved away from providing devices to our staff, so now people don’t have to carry two
devices. They combine their personal devices with their work devices. People didn’t want to carry
two devices. This policy gives us better control over what happens in the organization.
Our BYOD program has been very successful. When physicians request access to their hospital
email on their phone, we allow it if it is required as part of their job role, and we enable that access
so that they can have their hospital email and their personal email on their phone. People are very
satisfied with the program.
We have a couple of employer-issued smartphones, but more and more, we are moving away
from that and doing reimbursements. A portion of the cost of phones that the employees buy
is reimbursed. People get a stipend for the phones that go outside of the facility. The devices
still belong to the employees, and we set up the email app and the remote wipe or remote lock
capabilities.
Our BYOD program has been successful. We limit what people can have on the phones. We allow
the outlook app on the phone, and the IT department will set that up for the user and make sure
it works. It doesn’t matter how the staff member utilizes the phone because we can turn it off
whenever we want if there are any problems. I feel more comfortable with how we have that set
up than I do with the security that comes with the phones.
Our BYOD program has been successful. The only requirement for BYOD is an email address. The
program is pretty straightforward. We are able to set security requirements on the exchange
servers.
The physicians absolutely love PatientTouch Communications. They just pull up the application,
and they can see their patients and some patient information.
We allow our physicians to use their own devices. The rollout of PatientTouch Communications to
our physicians has gone amazingly well, though we definitely had some bumps in the beginning.
The application is very much designed for an Apple platform, so bringing on physician-owned
devices required some work to be done with the Android platforms. The Android platform has so
many different platforms, and each one is slightly different from the others. We had to take the
Android devices on a case-by-case basis, but were very successful at working through things with
each one of them. Our doctors were super supportive, and that was very nice. It took us a couple
of months to get things in place, but everything is smooth now, and we have added other groups
of doctors to the number of physicians using their own phones. The process is going very well.
Our BYOD program has been successful, and it is getting stronger and stronger every day. We did
have rocky roads in the beginning caused by the variety of Android devices and our organization’s
Wi-Fi. We had some evaluations done and made tweaks to our infrastructure, and today, things
are much more stable. We have physician groups coming to us with the desire to move forward;
we don’t have to seek people out.
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Our physicians want an immediate response, and they want things now. The nurses tend to be a
little less quick to say that there is an issue. The physicians and nurses have different expectations,
so our BYOD program has been more difficult for our physicians than for our nurses.
At first, our BYOD program was rough. We did the program for a small group of physicians and
tried to work through the issues. That actually improved our relationships with those physicians.
They had to be patient, which isn’t always their strong point. However, after we worked through
the initial issues, the BYOD program has been very positive. After a few months with the small
group, we moved the program to all residents and fellows. The transition was pretty seamless. Our
people picked up the program right away. We haven’t had a lot of issues, and things have gone
well.
Our BYOD program has been successful. We did save money by adopting it, and people don’t have
to carry around two phones apiece. Our people have their own phones. We have AirWatch Mobile
Device Management, so our employees know that their work-related data is isolated. I think that
that helps a lot. I forget my phone sometimes, and I know I would be forgetting two phones if I had
two. I just think it is better for our employees to have only one phone apiece. The stipend we offer
isn’t large, but it helps, especially as the cost of the services go down.
We have a mix of BYOD and corporate phones. We don’t pay any stipends except for exempt
employees; they can’t be hourly. We don’t give the staff anything; it is just part of the job. Private
practices do get a stipend if they use their own devices. Our BYOD has been successful. We just
have to prove that we aren’t tracking people or looking at the pictures on their phones. We have
internal audit to look at the controls we put on phones.
It is impossible to have so many devices and not have some sort of control over them. We need to
understand usage. We want to have the phones automatically bill back to the departments, and
then we would give the departments reports. Those reports come to us currently, and we pay for
the bills. There is no ownership in the departments for lost devices. We need a live inventory, and
we need to see transfers between departments. We are the only ones that have that visibility right
now.
Our physicians really wanted to have a BYOD program, so we worked through the security issues.
On some levels, the BYOD program has been successful. The success depends on the individual.
Some nurses are using their phones to text the physicians. However, we have had some pushback
from other nurses that don’t want to use their phones to text. We don’t pay our nurses for their
smartphones. They don’t get a stipend, and we don’t force them to use their phones.
We are moving toward a BYOD program, but we still supply phones to some of our staff. We are
also piloting Citrix Mobile. I can’t say whether our BYOD program is successful yet. Once we roll out
Citrix Mobile, then we will decide who can and can’t handle phones. Then, we will slowly phase
out employer-issued phones altogether. I don’t know whether we will phase those phones out
completely, though.
We don’t forbid our people from using personal devices, but we don’t encourage them either. We
know that our people are using their own phones; that is the trend. Even our clinicians and nurses
use their own phones. We have an unwritten rule: our employees can use their phones as long as
they do their jobs. The phones can’t be disruptive.
Our BYOD program hasn’t been good or bad. Some of the doctors still want us to provide phones;
they think it should be a perk, and we get complaints from those doctors. We have other people
that won’t give us their cell phone numbers because they don’t have to share that information.
The world is in transition, and healthcare is a little behind.
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People can bring their own devices with the PatientSafe Solutions app. The program is not
officially rolled out to anybody, but we have a few physicians who are using it since they asked to
use it. We aren’t pushing BYOD out to everybody yet. I have nursing directors, nurse educators,
and CNOs that use BYOD, so it goes beyond just physicians.
Our doctors use their own cell phones, but the hospital also buys access to a secure
communications app. This app allows us to send secure messages. However, the app doesn’t work
with the Android OS. The vendor doesn’t keep the app current enough for that.
When physicians get a new phone, they want to get their email and contacts from Microsoft
Exchange on it. We make that happen, and that makes them happy, so they don’t complain.
I think some of our different practices have caused some variation across our organization. I think
we are prepared. We have tools, but if we want access to our email from our personal phones, we
will need some security tools to be put in place to protect information on the devices. The fact the
smartphones are supported is good, but I think that the team members want to be disconnected
while not on call.
We haven’t had any problems.
We used to have a significant number of phones here, and the majority of those have gone away.
We have a few phones that belong to the organization, but most people just bring their own
phones to get information.
We have a BYOD program because it is better than buying devices for our providers. Corporate cell
phone usage is not a high priority at our organization; some people have phones and some don’t.
Our leadership wants to standardize the way we communicate. They don’t want us to use pagers
anymore; they don’t trust that technology. Because of that, they decided to implement a BYOD
program as well as a secure communications platform. We can only use those two programs to
send messages.
Our BYOD program has been successful largely because of its flexibility. Citrix, the software we use
to secure our devices, is deployable across many platforms.
Our intensivists are carrying CT50 devices. They didn’t necessarily want to use their personal
phones. The hospitalists are using either corporate-provided phones or personal phones with
Haiku or Voalte Me.
We have not initiated a BYOD program yet. Part of the problem is that we are a small department
in a big system. We are the low man on the totem pole, so our projects don’t get prioritized.
Our BYOD program is successful because we limit our employees’ use of their phones. Our secure
communications platform ties into that.
Honestly, I think our BYOD program has been pretty successful. Everyone uses apps these days, so
vendors are creating lots of easy-to-use apps. We recently purchased a nurse-rounding app, and
we didn’t have to do much training on it at all. People just know how to use apps these days.
All of our people want to bring their own devices. We allow them to do that to an extent, but we
will allow people to bring their own phones more in the near future. We have a mobile manager
that we put onto the devices. Our employees are required to download our app, and then we can
control the policies on their devices.
75

SUPPL EMENTA L EVA LUATI O N CO MM E N TARY
We haven’t had any real problems with our BYOD program so far. We may look to change that in
the future, but it has not been an issue for the most part.
We have a policy that says that an employee can use his or her own cell phone, smartphone, or
personal device. If someone wants to do that and wishes to receive emails for hospital employees,
the person has to sign a contract and install our client, which essentially forces the user to encrypt
the phone. That gives us the ability to remotely wipe the phone. That has caused most people
to not put our email options on their phones. Our employees don’t want us to wipe their phones
remotely. I don’t know that we would do that, but we need the ability to. We have a lot fewer
people using their personal devices for hospital emails than I anticipated we would have.
Our BYOD program has been successful but could get better. It is successful because we have all of
our physicians and residents on the BYOD program so they can use their own phones.
We recently decided to offer a stipend instead of purchasing phones for our employees. We
thought it would be easier on our budget, but it is too early to know how successful that policy is.
We have a few employees who get a stipend for a phone. They can purchase what they want and
use the phone for secure emailing. That is all we allow. If staff members want to use their personal
phone at work, they can. However, they can only use our secure messaging system on the cloud.
We also require people to use their own data or the guest Wi-Fi.
We get approval and sign-on authorization for employees to bring their own devices. We do utilize
containers to isolate things and get the authorization to delete when appropriate. There is just
no way to get around that issue. We do provide a BYOD option, which requires the placement of
an agent on the phone so that we can destroy the phone if it gets lost. But some people are still
persistent about wanting the BYOD option.
We use reference apps on our personal smartphones, but we don’t have a secure communications
solution right now.
We put a stipend model into place a couple of years ago. With a vice president’s approval,
employees can get a fixed stipend to reimburse them each month for using their own
smartphones. We use MaaS360 Mobile Device Management, and there are certain conditions
that apply if employees are going to use phones for any business purposes. Only physicians and
people in administrative roles where a vice president approves can get the stipend. In most other
situations, we find that our physicians are just using the Vocera product for secure texting for
communicating with each other, and that doesn’t require mobile device management.
We have decided to issue phones from a vendor that we will select rather than do a BYOD
program.
We are not doing BYOD right now. We may do it in the future. The problem is security. We haven’t
figured out our security yet. The entire healthcare industry hasn’t figured out security yet, so we
just don’t want to add another problem.
Overall, we don’t have a BYOD program. Our people use their own devices, and there are not
consequences to that. Some staff members actually use their smartphones to look up information
rather than use the computer. One area that we have used smartphones in is with mass texting
for staffing needs. If staff members choose to give their cell phone number to our staffing office,
they will be put in a distribution group that sends out pages when there is a staffing need. They
can come in real time to fill a shift need, but other than that, there has been no interest in having a
BYOD policy for clinical staff.
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Doctors, physician assistants, and nurse practitioners have the ability to use their own phones or
iPads with Haiku and Canto, but not a lot of them are doing that. Several people on the leadership
team use their phones to check email, but we don’t have a secure texting app deployed yet that
people are using on their phones. A small group of doctors is using Epic’s mobile apps on phones
or devices.
I would say the BYOD program is neutral right now. There has really not been energy focused on
making it successful. We have just kind of dabbled in it.
We have had great usage of our secure communications application since we instituted our BYOD
program. The biggest challenges with the BYOD program are HR-regulation issues. We have hourly
employees, so we have to be very, very careful about off-the-clock work with them. There have
been quite a few lawsuits over an employee checking email off the clock because there was an
assumption that the employee was supposed to work, but the employee wasn’t getting paid.
That is probably the biggest barrier we are experiencing with our BYOD program. It is just a really
sensitive issue. We haven’t been sued, but it is still a big HR and legal concern for us. We want
people to have a balance between family life and work life. We have had to work through those HR
and legal concerns, but the program has been very successful.
Our staff members are familiar with their own devices, so the training period wasn’t very
traumatic. The users take care of their own phones much more than if we issued phones to them,
so durability is less of an issue.
We provide a monthly stipend to offset the cost of using personal smartphones, which has been
positively received. We send the users orders and alerts while also integrating smartphones into
our nurse call program.
The negative impact of our BYOD policy is that most smartphone suppliers don’t have a business
relationship with big vendors. As a result, it is difficult at best to interface the devices with our
EMR.
We did a small pilot of Voalte Me, and that was a BYOD pilot. That software provides a direct
connection between the nursing staff and the physicians who have the app installed on their
personal devices.
Our biggest issue with our mobile strategy is that we can’t document. However, that is more of an
issue with our EMR than with our smartphones.
We have been trying to roll out a BYOD program, but there has been a lot of pushback from the
unions. We cannot force employees to use their own devices, and there has been a lot of argument
about making people pay to send messages that are related to work.
We have a BYOD policy that allows for some reimbursement, but until we change the incentives,
I don’t know why an employee would not pick the employer-provided device. I don’t see why
employees would go through the process of filing for a reimbursement and only getting partial
reimbursement for all of the costs while exposing their personal phone numbers. If they use our
devices, they need to have two devices, but they get to keep their personal and business lives
separated.
We have allowed employees to bring their own devices for a while. Most of our employees who do
that seem to have a good experience, although there is always a little bit of troubleshooting that
needs to happen.
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We introduced a BYOD program when we rolled out CareAware Connect for providers. In terms of
adoption and education, we decided to keep things simple and just give CareAware Connect to
the people that work in the hospital all the time. Some people in internal medicine and all of our
hospital staff members have CareAware Connect.
Physicians are able to message securely among themselves, but if physicians need to message
a nurse, physicians can only message nurses who work at the particular facility that has put
CareAware Connect on their nurses’ MC40 devices.
Our BYOD program has been great. An employee either agrees to our terms or doesn’t get to
participate.
We have never thought about doing things any other way.
We have moved to BYOD, and it has been very successful so far.
Based on everything I know; the BYOD strategy has gone very well. I don’t know of any issues
with it. The only security issue that I am aware of is that Nuance, who we contract with for
transcription, has had problems. So that threw a wrench in things, but it didn’t compromise our
security.
We are implementing policies and procedures for BYOD very soon. We haven’t done it thus far
because we didn’t have the security policies in place.
Our smartphone strategy is all BYOD at this point. I know that our organization pays stipends
to some of our employees that our organization requires to have smartphones. I don’t know
whether the organization pays those stipends to providers, but I know that we pay the stipends to
members of the IT staff.
Our BYOD program is probably not very effective at all. We did have a pretty comprehensive
HIPAA security assessment a couple of months ago, and MDM was only brought up as a potential
issue and not really assessed. The party that did the assessment asked whether we had an
MDM solution. We said that we didn’t, and the party told us that that could be an issue. Our
organization’s security was pretty weak when I started working here. We are starting to address
that issue. We are pretty good in terms of privacy. We do all of the right things in order to protect
information; we have good policies in place. We are okay on the administrative side of things, but
we aren’t very good with the technical controls in terms of what we can do to actually harden our
environment. That is what we are working on right now.
Our physicians use their own personal iPhones to access Haiku because it is a really good tool
to quickly get a report. They can use Canto, but it depends on what device they have. We have
been unofficially using BYOD as the best practice, but a policy got approved just recently. When
somebody wants to bring their own device in, we put the AirWatch application on it. That isn’t a
choice. If people want our emails on their personal devices, they have to agree to let us manage
the devices.
We have a soft policy. For the most part, we don’t provide phones. We support the applications on
the phone that are used within the organization, but we don’t provide specific support for phones.
Our policy has worked, but our policy is very cloudy at this point. The whole problem with
supporting different devices is that we don’t have the resources we need in order to be able to do
that. We have made sure that people are aware that their devices and the support for their devices
is between them and their carrier. Our IT department doesn’t work on supporting specific devices.
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Our BYOD program has been successful because we use a secure communications solution on our
personal devices. It isn’t about the phones; it is about what we deliver to our employees. We have
a couple of areas that do use corporate-owned phones, so those phones don’t have our secure
communications solution. The people in those areas get alerts for their business on their phones.
Our BYOD program has been fairly successful, but it could always be improved upon.
Our BYOD program has been successful. The program has decreased some of our costs. If a person
breaks his or her phone, the issue is that person’s responsibility. We also have fewer compliance
and regulatory issues. If I have my own phone and make a personal call, I am responsible for
what happens on the phone. With company-issued phones, we open ourselves up to risk. We just
provide stipends for people to buy personal phones; they can do with their phones as they wish.
We launched our BYOD program after we caved into pressure from our providers; they wanted to
access patient data with their phones. At first, we tried to manage the BYOD program with policy;
our HR was responsible for approving which employees could access information, and our security
officer coordinated the IT side of things. We eventually switched to an MDM product to manage
everything. Now, we can limit what our people can access and wipe devices that have been lost.
As a result, our BYOD program has been very successful.
We require our medical staff members to bring their own devices. This allows them to get the
devices they want. Physicians can access the EMR on their phones, but when they need deeper
access, they can bring their phones to us and get the MobileIron solution installed for better
security.
We allow employees to use their own phones, and we also pay for people’s smartphones. We have
corporate cell phones that are issued out based on need. Usually only the administration has
phones, but some departments give phones to their on-call people. I know a lot of IT people have
them so that when they are in the field, we can email them. We supply those phones, and we pay
the bill. Users can decide which phones they use; we don’t tell them what to get. We have an even
split between iPhones and Androids, and we have one Blackberry.
Our BYOD program has been very successful. Employees that ask to use their personal
smartphones for work must allow us to load the necessary MDM tools for security. They
understand that we must wipe the smartphone clean if it is lost; we cannot take a chance. Our
employees are using their smartphones only for viewing things. They look at the data, and it is
removed from their devices later. We have a way to track data that has been downloaded.
Our BYOD program has been unsuccessful. We can’t control which apps are on our employees’
personal devices, and we also can’t control how those apps are configured. Because of that, it is
really hard to support a BYOD program. We need much better control over our people’s devices.
Our BYOD program has been successful. Our physicians are allowed to use their own devices, but
they must agree to use them with our secure communications solution and our MDM solution.
We are always looking at smartphone security, and it remains an open question. If we end up
using corporate devices for security reasons, then our BYOD program would end. We still allow it
for the time being.
Our BYOD program was mediocre, especially around security. We have implemented a certificatebased authentication tool that has increased our trust.
Our BYOD program has been unsuccessful. Only about 20%–30% of our people to whom we have
offered secure messaging functionality are actually using it.
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We have BYOD across the board. I think our policy has kind of evolved over time based on our
providers’ preferences. We tell our employees that we want them to have certain information on
their phones and that we can only allow for that if the employees either use one of our devices or
put security functionality on their own phones. Most of our employees choose to get the security
functionality so that they can each have one device. Generally, only a few people want to carry
two devices and have one phone for home and one phone for work. We will see whether this trend
continues.
I would not say that our BYOD program is any more successful than anyone else’s program at
this point. I don’t think we are spectacular. I think we are probably okay. That is because of the
providers who don’t want to give up pagers or for anyone to manage their personal phones. Our
institution hasn’t made the decision yet to purchase phones for our providers. I think we need to
get into that area and determine what works best and how to address the smartphone issue.
We think it makes more sense to give our employees stipends instead of smartphones to cut down
on our administrative costs. Because of that, we would like to expand our BYOD program so that
we don’t have to give our employees smartphones at all. Unfortunately, our employees think we
should give them smartphones to help offset their personal expenses.
Our BYOD program has been problematic. Our employees are allowed to use the wireless network
for streaming music and other things, and those activities use up all our bandwidth.
Our people have handled the BYOD changes pretty well. We will know more when the physicians
get involved early next year.
We implemented certain standards, and the employees’ smartphones have to have certain
capabilities, but we will connect to anybody who can meet those standards. If our employees
need their phones for work, we give them a stipend. We are wondering whether we even need to
give people a stipend anymore because everybody has smartphones. It is not different from me
calling employees on their home phone. If I need to get a hold of employees because they need
to come into work, I call their home phone, and I don’t pay them for that. So why do I have to pay
for employees’ smartphones. It will be interesting to see how things play out over the next year or
two.
If employees want to connect to us, we mandate that they have a PIN on their phone. We don’t
have a device-management platform fully deployed yet. Certain departments need tablets to do
their job, so we are only using a device-management platform for the tablets. For the most part,
we just have the employees put a PIN on their phones if they want to connect with us on the BYOD
side.
We provide a stipend to the few select people who are allowed to use their own phones, such as
physicians and upper-level management. Using their own phones is easier and more productive,
especially for the physicians.
We transitioned to a full BYOD program. We have almost completely deployed our VDI, so we have
fewer than 10 physical PCs left in our organization. We have over 500 people logged in to our VDI
at any point in time. As long as our people use a secure browser, they can use our VDI anytime,
anywhere. We thought that a VDI would be too difficult to use on things like iPads, but our
physicians don’t have any complaints. Our people can sit by the pool on vacation and connect to a
VDI session. That has changed our whole strategy. We were looking at MDM solutions, but now we
aren’t.
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Our BYOD program has been pretty successful. We have a very large deployment of Doc
Halo technology with thousands of users. The technology is used extensively enough for
communication that we have had to start telling people that they can’t use the tool for that. We
have a number of other sanctioned apps that we encourage people to have on their devices. We
deploy the AirWatch tool for anyone using anything other than the Doc Halo tool, which has its
own security.
We used to allow people to use their own devices quite a bit. Some of our people still use their
personal devices, but because of security concerns, we have limited what our employees can do
with their own phones. We do let them use secure messaging apps, and we also let them load their
email clients. However, we don’t let people use their own devices unless we have the ability to
remotely wipe them if they get lost. As long as our people agree to let us do that, we let them use
their phones.
Our employees like using their own phones, which they are familiar with. The level of cooperation
from our employees is very high.
Every manager, director, and senior person has taken advantage of the BYOD program. It has
saved us maintenance costs. We aren’t paying for phones, but people can still access their email
accounts from their phones through the apps that we provide. Personally, I am not a fan of
carrying two phones, so I would choose a BYOD program over a company-provided phone.
We want to grow our BYOD program. We have to do some things before we can grow the program,
so our success with it has been neutral. Currently, our BYOD program is very modest, but we
need to make it stronger so that we can convert the corporate devices to personal devices. We
want to get out of the business of maintaining data plans and upgrading devices. From a security
perspective, we need to implement a mobile device management application so that we can
enforce security policies around encryption and password protection.
The only devices we allow are devices that people bring themselves. Because we are in healthcare,
basically everything we do is workstation based. We don’t have anything that can be run on a cell
phone besides the instant messaging app. And after 5–10 minutes of inactivity, the app times out
and requires the user to log back in.
The success of BYOD depends on the department and the staff’s role. Nurses need to be able
to grab a device and immediately start working. They need to have the same technology,
performance, apps, and security. BYOD doesn’t work well for those requirements. But BYOD
has worked well for physicians. We can’t afford to buy the staff iPhones, but 75% or more of our
doctors own iOS devices, and most of them keep their phones up to date.
People use their own devices, which are primarily Apple and Samsung devices, but most people
aren’t really using their phones much.
The physicians use their own devices, and we haven’t had any problems with that.
We don’t encourage people to bring their own devices. We use two layers of security to protect
email on people’s own devices.
People like using their own phones because they are familiar with them. We feel that we save
money overall because users take care of their personal property better than company-issued
property.
We only have a BYOD program. It seems to be working out fine.
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Employees all have smartphones. I am getting ready to incentivize them even more because
we are going to dual-factor authentication, and they need an app for that. If they want to get to
the EMR remotely through Citrix, they are going to need a dual-factor authentication app. We
are going start offering employees other value-added applications that they can deploy on their
devices.
We are in the very early stages of our BYOD program. It is too early to tell whether the program will
be successful.
The employees in our BYOD program are trying to use an MDM solution. I think they use the
MobileIron system, but I don’t know how successful the rollout has been. Those employees have
been piloting the system for a long time.
All of the phones except for a few are on a public network. If our users are on the public network,
they are on their own. If users are on our network, we can control things to be little bit better.
We use our network to keep some risks down. The security is really more of a function of which
network a user is on and not necessarily the device being used.
Our BYOD program has been only moderately successful. People can install their work emails on
their phones and agree to the different exchange agreements, which allow some monitoring and
remote access capabilities. However, some people are uncomfortable with those agreements.
Many people understand what the agreements are, so the BYOD program hasn’t been as
successful as it could have been. People feel that their work life is mixing too much with their
personal life.
Our BYOD program is wild and scares our security office. We wouldn’t even call it a BYOD program.
People just bring their devices and connect to the guest network. They just do their own thing, and
that isn’t good. The lack of security has been our drive to get a MDM solution. Our management
of hospital-issued devices is pretty loose. We hand people devices, and they treat the devices like
their own. With our MDM solution, we will be able to regulate how people use the devices. We will
be able to have tighter control on the apps and messages, and we will be able to wipe lost devices.
Our MDM solution is pretty slick.
There is a gap that has to do with the contractual-support arrangement with our desktop and
system-administrator folks. There is a perception that those people aren’t supposed to be
supporting employees who have issues with their personal devices. The support people haven’t
been able to get away from doing that work because there is no way around it, but they do it
very grudgingly. It is not illogical that our support people help support personal devices, but the
support people wonder why they should stay up late trying to help someone who can’t figure out
how to do a Citrix update on a personal MacBook Air. We aren’t staffed to do that support work,
which isn’t part of our support people’s skill sets or usual work. But if we are going to allow people
to provide care outside of the hospital, we have to support them somewhere.
Things have gotten a bit better as our desktop resources have become more integrated with our
parent system. Our organization has been demanding that for a long time, but the issue has also
spawned the new and constant struggle of how to support people after hours. The appropriate
people have started to do a better job with the updates and education. They teach basic selftroubleshooting methods, and other issues are supposed to be solved via phoning a friend.
The penetration of mobile devices in our organization has been below average because of the
maturity of our workflows and practices. The phones are too small for our providers to use on a
recurring basis. In our BYOD program, we have had problems with lost and stolen phones. In those
instances, we have had to scramble to shut off phones or to ensure that they are encrypted.
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Our BYOD program has been very successful.
Everyone has a phone, and I don’t lose doctors over cell phone expenses. I would say that our
BYOD program is successful. I don’t have to employ any staff members to take care of the program.
My concern is about whether we can secure a device if we are to expand the scope beyond secure
texting. I need to know whether a device can be managed by our AirWatch product and what we
can do when we do things like install upgrades. That process is complicated for us, and I assume it
is complicated for everyone else, too.
We do not have a BYOD plan in place right now, but we are looking at one. Right now, if employees
need a phone for work reasons, we give them a corporate-owned phone.
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If your organization does not allow BYOD, why not?
We try to stay away from BYOD, but that is difficult to do. Our final choice will really boil down
to our device-management policy, which we haven’t solidified yet. We don’t use our phones
for anything that has to do with PHI or HIPAA; we just send an occasional text message or
communication. We are moving toward secure messaging, but whatever we do will have to be
aligned with the policies we choose to go with.
We have looked at purchasing cell phones through a carrier, such as Verizon. We have considered
purchasing phones for each of the nursing stations so that our nurses have paid cell phones. We
would pay for the phones so that our nurses wouldn’t have to bring their own devices. However,
we have to be careful with providing devices because texting isn’t secure. We are getting a secure
communications system so that our messages will be secure.
Once we implement our secure communications app, we don’t want out hospital staff members to
have their cell phones. We will probably deploy phones for the residents, but we will probably use
a secure BYOD program for our attending physicians.
We are in the throes of planning a BYOD strategy. In healthcare, there are a lot of nuances we have
to work through from a security perspective, especially when it comes to clinical data. That is a
limiting factor.
Our people have been asking for an extension of Voalte Me; they want to use the Voalte solution
on their personal phones. We just haven’t gotten around to doing that yet.
We do not have a smartphone policy, and because of that, having a BYOD program has not been a
priority.
There were concerns from our staff members that using their own phones would cut into their
data plans. We would have to reimburse them, and tracking and monitoring things would be a
mess. We decided against doing that.
For security reasons, we don’t let our employees use Vocera Extension Engage Mobile on their
personal phones. We haven’t figured out how we would like to set up our security for that yet,
and we don’t want to add another problem to our plate right now by doing that before we have
security in place. In the future we may be able to do BYOD, but the industry and our organization
would have to set up some effective solutions for security before we try to do that.
We purchased the phones for our organization. As far as BYOD programs go, we don’t have a
formal policy, but we do block users from getting access unless they use a mobile device manager.
We run the devices in a sandbox mode. We don’t give users full access to email.
We issue smartphones more because of policy rather than technology reasons. We make
incremental purchases as new people come on. We just buy the phones, and we do not allow
physicians to bring their own devices because of tax reasons. A lot of doctors expect that as a tax
benefit. They don’t want to worry about keeping track of what percent of their phone is used for
business. We don’t have the time to figure out all the nitty gritty details of a BYOD strategy yet. So
that is why we kept our original policy.
We try to keep our practice and our personal smartphones separate; we don’t want to open up
a can of worms with respect to security. We are interested in getting an MDM solution, but we
don’t feel like we will have enough control over our employees’ personal devices. If we distributed
smartphones to our people, we would have a lot of control. We would be able to see who is
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talking to whom and what people are saying. We would also be able to encrypt everything and
make our communication more HIPAA compliant. However, right now, our people have their own
smartphones, so we don’t have enough control when it comes to security. Because of that, we are
encouraging our people to just use our organizations’ communications systems. Our email and
messaging solutions are secure.
Organizations that don’t use MDM solutions really need to think about what they are sending
from their smartphones. People need to be cognizant of where their messages go and realize that
smartphones are a new frontier. They can easily be compromised in some way; they can be stolen
or breached. Devices get stolen every day, and then companies have to deal with the breach.
These things happen more often than not, so people really need to be careful with their mobile
devices. I understand why smartphones are important; they are convenient and useful. However,
groups that use smartphones to exchange data in this industry need to use the right protocols and
processes to keep everything secure. Otherwise, they are almost misusing the technology.
We don’t allow our employees to use their own phones yet. We have talked a lot about that and
kicked the idea around a lot. I think our organization is working on some policies around the best
way to proceed with BYOD things. We are close to doing something, but we are not to that point
yet.
We provide a few phones for our people to use while they are on-site, and we also allow people to
use their own devices to an extent. However, our security concerns are growing, so we are starting
to provide more phones for our people to use at work.
We don’t need a BYOD program. We don’t disallow the program, but we do provide smartphones
for our employees. They have become accustomed to us providing phones because we take the
bill. Our people like getting their equipment for free. If we told our employees that they had to buy
their own phones, they would complain. They would have to go the store, stand in line, and pull
out their credit cards. Because of our setup, people can get new phones through the company.
They like that. Our process works for us.
Our physicians use the phones that we provide. We used to put apps on the physicians’ personal
phones, but then we didn’t have secure messaging and couldn’t necessarily control everything.
Because we provide the phones, we know when employees send messages. We have the messages
logged, saved, and secured. Our employees can keep their personal phones with them if the
employees want to do something besides hospital work, but we want the employees using the
provided phones whenever the employees are in the hospital because we know that those phones
are secure. We know all of the software that is on those phones; that limits exposure problems.
We got tired of trying to figure out how to adapt to a ton of different environments, phones, and
apps and how to control what people had on their phones and what people did with their phones.
I think we just decided that a BYOD policy wasn’t necessarily good in the healthcare environment.
A BYOD policy could work well in an office, but because of medical records and such, I think our
policy is the best way to handle phones here. Our policy is solving a lot of problems, but it is
expensive. I am sure somebody weighed the finances and problems to be solved and decided that
our policy was the best way to go.
We wanted uniformity so that everyone would be using the same information the same way.
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If your organization allows BYOD, how do you secure PHI on
employees’ personal devices while also keeping their personal
information separate and private?
We currently have some loose standards for securing PHI on personal devices; we don’t have
a product that is doing that for us. We are evaluating tools that could help us manage PHI. We
do have some policies about being able to remotely wipe a phone if it is lost, and we do require
everybody to password protect their devices. We prefer that users use biometrics, like thumb
prints, but at the very least, they need to have a password, and their devices need to lock pretty
quickly.
We are securing PHI through Doc Halo. A lot of our physicians had transitioned away from pagers
and started using their phones’ regular texting, so we told them that if they were going to use their
phones that they had to use Doc Halo. Once physicians get comfortable with Doc Halo, things
really go quite well. Our physicians are using their phones for Epic software, as well.
We use an application that allows us to wipe employees’ phones if the phones are lost or stolen.
The application is from a vendor called Meraki.
We used to use a MobileIron tool to secure our phones, but we just switched to a different vendor’s
product. That vendor does put a security device on each phone.
MobileIron’s usability is pretty seamless for most of our end users. With MobileIron, we can control
the proprietary content on our users’ personal devices. If our users lose their phones, we can easily
wipe all of our information, and we can do so remotely. Our employees’ personal information and
applications are untouched.
We use Blackberry Enterprise Server for our lockdown system. We had licensed it years ago when
we were a Blackberry shop. Blackberry has actually improved the system, and they offer same
encryption that they have on Blackberry devices on other smartphones. Blackberry is one of the
more expensive vendors, but we didn’t have to pay anything beyond the original license fee. The
system works really well. We have certain rules for passwords. We also offer touch IDs. If we feel
there has been any issue or any compliance problem at any time, we are able to immediately
remove access from all of our applications that are running on someone’s phone.
Our platform is AirWatch Mobile Device Management. That is what we use within our system,
and it is also what Voalte uses to manage their suite. Our enterprise devices are fully locked
down using AirWatch Mobile Device Management. For devices that people bring in, we are using
ActiveSync to push out security policies and other rules. There is an additional subset of settings
in certain areas. We might disable copying and pasting in some places. If we want to elevate the
level of management on devices that people bring in, we ultimately move them over to AirWatch
Mobile Device Management. There is some resistance from staff members. AirWatch Mobile Device
Management is a lot more controlling than ActiveSync. We are testing out the waters to see how
things work out.
We are putting the AirWatch solution on our MC40 phones, but on the BYOD devices that have the
Voalte solution, we aren’t requiring an MDM solution.
We use Cortext to secure patients’ information and keep personal information separate from work
information. The device needs to be password protected, and that is part of the mobile device
manager software.
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We are moving toward using an MDM or EMM solution for securing PHI, but we have not
implemented it yet. We have been approved to, but we are in the stages of discussing when and
how we are going to implement it.
We want to put some software on mobile devices whether we are issuing the devices or whether
we are implementing a BYOD program. We would like security software on everyone’s phones so
that passwords are required and so that we are able to wipe the access to our systems that staff
members would have on their phones.
We allow Outlook web access. We can also do a remote wipe through the MAAS360 application.
If a phone is lost or a staff member is terminated, we immediately go in and turn off any sharing
of information between the phone and our servers. We use the MAAS360 and Netrix applications.
Netrix is a log-monitoring software where we can see whether anybody is accessing any files.
We have tried to utilize management software tools to protect ourselves and follow the HIPAA
guidelines by being able to turn off data sharing immediately or do a remote wipe if necessary.
We require encryption of the devices. The Samsung smartphones have to go through an
encryption process.
Nurses have to use hospital devices, but our physicians use the PatientSafe Solutions app on their
phones, and they love it.
All of the PHI goes through the PatientSafe Solutions app. The app is completely HIPAA compliant,
and none of the information is housed on the physician’s personal device. The data is completely
contained in the PatientSafe Solutions tool.
The devices that we have in-house only work within the hospital. If we take the devices out of the
hospital, we won’t be able to access our system or do anything. Users have to scan a badge to
be able to get into their device and access their password. As far as the BYOD program goes, the
devices lock the providers out after five minutes, and they have to put in a PIN to get back into
their device. The BYOD devices are harder to control because the providers can use their devices
at home. We have to trust that they know the HIPAA regulations and that they won’t do anything
wrong.
We are using IBM’s MaaS360 for mobile device management. The product is capable, but only if
Apple allows the devices access to the APIs. We encrypt the phone, and there are other things we
do to protect our data. We require a PIN for all phones, and not just a four-digit PIN. We require
at least six characters, so it is more like a password. We get some pushback, but most of our staff
members clearly understand the benefit of having their devices encrypted and protected.
We learned from our internal audit that we can’t have all these mobile devices and not have a
wireless device management application that connects to the portals for AT&T and Verizon. It
needs to give proactive notifications, although it doesn’t sound like a live notification. It sounds
like a download notification. We have access to the portal, but unless people go to that portal
every day and look at it, they won’t know what is missing or whether they have high data usage.
We are looking to adopt a wireless management solution.
We have a few different methodologies that we use to protect PHI. We use a secure
communications solution for our own devices and regular logins. For secure texting on
smartphones, we use a two-factor authentication process, but we haven’t implemented that
process for our regular devices.
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We use Citrix Mobile for device management. We can put Citrix Mobile on our employees’ personal
phones, and it manages their email and things like that. The app keeps all work-related content
separate from personal content. That way, if something happens, we can wipe the work portion of
the device. Citrix Mobile also keeps any work-related content secure.
We don’t have an official BYOD program, but we are going to create one. We want to supply
devices to our people for security reasons. We are thinking about using Citrix to isolate certain
apps.
We are using AirWatch Mobile Device Management, and we have a secure messaging tool called
Spok Mobile. We hate that tool, but we use it. We also require PINs and authentication on phones,
and clinicians can’t have anything on their phones without securing it with a PIN. Every time the
phone reboots, the system looks for the PIN. It won’t let clinicians put anything on the phone
without a PIN.
We use Cisco Meraki for MDM. People are assigned a profile. One of the downfalls of our setup is
that I don’t have a way of tracking who last touched a specific iPhone. If the last person to touch
the phone didn’t log in to our secure communications app, I can’t see who picked it up. I would
prefer that providers have to log in to the iPhone just like they have to log in to a PC. If I had that
capability, I could figure out who last used a phone when it goes missing.
We use a secure communications app, but the creators of the app don’t keep it current. As a result,
the app doesn’t work with the latest versions of the Android operating system.
We don’t store any PHI on the devices. A lot of that is because of policy. We do not send patient
information through email. Communication about patients has to go through our secure portal.
We use Microsoft Intune for work-related applications in our core EHR. We have not deployed
secure texting more broadly across our enterprise. We have some pockets of pilot groups or users
that are using Spok’s tool or AppiShare, but we plan to deploy a standard solution in 2018.
If people want to use an app that we publish, they have to work with IT and install the MobileIron
system. That system encrypts the phone, lets us know the phone is encrypted, and allows the user
onto our network, which has a different SSID than the guest network. That allows the phone to
communicate. We also use the Cerner and Dragon apps.
We have had issues with staff members inappropriately texting PHI back and forth. We tell people
not to do that, and we tell them about secure apps they can use.
We have a policy that no one can keep protected information on their phones. They can only use
their email; we can control that. Also, our people are required to use passwords for their work
emails.
We make our providers sign a contract that requires them to change their phone password every
90 to 120 days. If our secure communications system detects that a provider doesn’t have a
password, it generates its own password.
We have multiple layers of identification. We have a user ID and password, and we have a second
layer of identification. Our security levels are built according to our job roles. I have an eight-digit
password, and that changes every 60 days.
We use single sign-on, and we also use thumb prints for authentication. That functionality is
beautiful. I hate typing in passwords on my phone, so it is great that I can use my thumb print
instead.
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We have complete control over our organization’s applications and e-mail solution. If an employee
loses his or her phone or something, we can wipe our organization’s portion. We also encrypt all of
that information.
In terms of email, we just enforce encryption, password protection, and so on.
We have basically doubled up our security. First, we require that users have our mobile device
management application, Microsoft Intune, installed. On top of that, we have the Voalte Me
application, which meets the HIPAA security requirements on its own. Voalte has built in security
at the application level.
TigerText recently pushed out dual authentication, and we of course have policies about using
a PIN or code to secure employee phones. I don’t know how TigerText validates that. That
might be perceived as an area of weakness. They are in the process of converting all our remote
services over to dual authentication; that includes our email and servers. We had to download the
application.
We require people to use our secure messaging system on the cloud.
We are in the middle of implementing secure containers for our phones, but most of the
conversations happening via employee phones involve operational communications, not PHI.
We don’t use our personal smartphones to connect to our in-house system. We just use
smartphone apps for reference and things like that.
We use MaaS360 Mobile Device Management, and there are certain conditions that apply if
employees are going to use phones for any business purposes.
I am not intimately involved or aware of what the details are for securing PHI on phones, but there
is a very defined process that the information services team follows. If employees want to have
their phones receive email or launch the applications, the data has to be encrypted first using
MobileIron’s product. There are several steps they have to go through to get that set up.
AirWatch Mobile Device Management is our go-forward plan, but we also rolled out Microsoft
Intune a while ago. Microsoft Intune is good, but we need more robust functionality than AirWatch
Mobile Device Management currently has. With AirWatch Mobile Device Management, we can push
apps to a phone, update apps, and provide role-specific app stores. We are excited to begin using
AirWatch Mobile Device Management in the near future.
I think we have an MDM solution, but I do not know which one.
We are a customer of an MDM company. We created our own app store with this company so that
we can download our mobile charge capture systems through the app store. People can only
download things from our app store.
Our mobile charge capture system provides a secure connection between users’ phones and our
network.
Our BYOD program utilizes secure communications and MDM solutions. PHI resides only on hosted
applications, and we control the access to those applications. We do not allow PHI to be stored on
a device.
We require AirWatch Mobile Device Management, and we use Spok for secure messaging.
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If our users want to get email on their devices, they have to let us manage the devices. However, I
think we will be shifting to doing more device management in the future.
Physicians and nurses have each other’s mobile numbers, so they can communicate by SMS
texting, but that isn’t HIPAA compliant, even though everybody does that; it is the biggest
non-secret in healthcare. CareAware Connect allows physicians to abide by HIPAA and secure
messaging standards.
CareAware Connect gives nurses the ability to see their patients’ orders and lab results, and nurses
can actually message securely with providers and physicians who have the CareAware Connect
app on their personal phones; as long as nurses have CareAware Connect on their phones,
providers and physicians can make a call directly to the nurses’ phones.
We require an ID number to protect health information. We also use a secure communication
piece.
We have a secure email platform that we use within our hospitals.
We don’t limit the way our people communicate with their phones. We make everyone responsible
for their own communication. Everyone signs an acceptable-use agreement, but we don’t keep
our people from texting on certain networks or anything like that. We do have secure email,
though.
We require specific software on phones. We were using MOSS, and we are moving over to Microsoft
Outlook. There is a tremendous amount of communication that is coming from the CIO group on
security, privacy, avoiding scams, and things like that.
We are going to use ISE, which is a Cisco product, and Citrix, which we can use to screen scrape a
device and only put it within the secured app.
We do not have an MDM tool in place. We don’t do too much with mobile devices beyond emailing.
Our IT team does have a service-desk application; we use ServiceDesk Plus, and it does have
a mobile component. That is actually pretty nice. I am going to push my folks to start using it
because we have a diverse empire. Our employees have to run around all of the time to try to get
to all of our facilities. That is a little bit of a challenge.
Interestingly, we haven’t had any requests from our physicians for a mobile Allscripts platform. I
am really surprised that nobody has brought that up. Allscripts is kind of pushing mobility, and, to
their credit, they have made a lot of strides in that area. But nobody here has expressed any kind
of interest in that. I think our employees are used to their current habits. Of course, when they
go home, they can certainly get into the Allscripts system via Citrix and do whatever they need to
do. I guess our providers just don’t see the need to use the Allscripts tool while on the run. We do
require our phones to have PINs and such.
If people bring their own devices, they have to meet our policy guidelines so that we can
manage those devices. If a device is lost and has company data, we can remotely wipe it. We put
software like the AirWatch application on devices to manage them. Vocera provides our unified
communication solution, and that has secure messaging in it. It authenticates to our active
directory, so the same credentials are required to log in. We have protection with Vocera’s app.
We use the Haiku solution to secure our communications.
We use our AirWatch solution to compartmentalize work programs on our employees devices.
That way, only a portion of their cell phones contain work-related information.
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Figuring out our policy was tough. Our employees have to sign an agreement that allows us to
fully encrypt their devices. They also have to allow us to enforce a PIN on the devices. We use an
MDM solution. It doesn’t necessarily separate personal information from business information,
but it encrypts everything.
We use LANDESK to protect PHI on BYOD devices.
The only reason users would bring their own devices is to get their hospital email on them, and
we really don’t like to put the hospital email on personal devices. We do that for doctors, but we
really don’t do that for other staff members. If the other staff members really want their email, we
strongly encourage them to go for a corporate cell phone. With the new Voalte platform that we
have rolled out, doctors will still get their hospital email on their personal devices, but now we
have to put the secure-texting application on all of the phones.
We have to have doctors bring their own phones because we can’t give doctors phones. We can’t
give phones to doctors who are not hospital employees, like outside attending physicians. Things
have worked out well for doctors who bring their own devices. We set them up with their hospital
email and a secure-texting application.
Our secure communication solution is Practice Unite.
We only let our people use their personal devices for basic operational communication, like email.
We don’t let our people keep patient information on their phones.
We are using the DrFirst system for secure communications, and we are using the Citrix system for
MDM.
We discourage our employees from using smartphones to communicate about patients. We
encourage everyone to use our internal email and messaging systems instead. These systems are
more robust and secure.
Our employees have a two-level authentication process for their personal phones. I have a
personal phone and a corporate phone.
We implemented through our Cisco Identity Services Engine tool, a certificate-based
authentication tool. When a device hits our network, it gets a certificate so that we know what the
outside device is and who owns it. We are then able to revoke the certificate at any time.
Our employees need encryption and security on their phones in order to have access to any of
the information that we let them have. If we give our employees Haiku or Canto, the device has to
be secured. Clearly, the device doesn’t have to be encrypted because none of that information is
on the phone; it is all in the Epic piece. But the device does have to be secured with our security
functionality for emails and similar things, and encryption is available.
We use AirWatch for MDM.
We have a mobile-device policy, and we use a mobile device management solution, so anybody
who uses a personal device to connect to the hospital needs permission to do so and must put
the software on the device to protect that device. All we talk about is security. We have network
segmentation and network upgrades, and we have new tools in place for watching the traffic,
watching for risks, and monitoring the network. There have been a lot of new security initiatives.
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We are looking at Vocera and PerfectServe. We are starting to get into directory management
for figuring out who people are and how we get a hold of them. We are also looking to do secure
messaging and texting and some things with on-call schedules. We are starting to see people jump
into this space.
For security purposes, we have a BYOD network, a private network, and a guest network.
We don’t have to do anything to secure our patient information and keep our employees’ personal
information private. Our policy is that if an employee is going to use a mobile device, that device
must be password enabled. Our people can’t download any PHI unless their phones are password
protected. Once we confirm that our employees are using password-protected devices, then we let
them use our VDI on their phones and tablets. All of the information in our VDI is stored securely
in our back office. With this approach, our people can access PHI anytime, anywhere, and on any
device. We now feel like we don’t need an MDM solution. We actually spoke to some MDM vendors
and asked them why we needed their solutions. We couldn’t figure out what MDM solutions
offered that we weren’t already doing. The vendors couldn’t answer our question, so we stopped
looking at MDM solutions.
We have our AirWatch tool available for the management of our employees’ devices that have
certain apps on them. The AirWatch tool allows us to control the security policies of a device and
contain the apps. Everything stored on a phone is encrypted, and if a device gets lost, it can be
remotely wiped. We can enforce passwords at the device level or the application level.
We have a lot of security concerns, and I don’t know whether those concerns will ever go away
completely. However, we are doing some things to improve our security. For example, we use a
solution called Duo for dual authentication. That tool is great. It is an app that we download onto
our phones. Basically, when we try to log in to our systems with our phones, we input our network
credentials, and Duo sends us an authentication message. Once we hit the Accept button on that
message, Duo lets us log in to our systems. Most people receive their authentication message by
text, but they could get a call or something. We are seeing this technology more and more in banks
and financial institutions; these organizations push six-digit codes to customers’ phones, and then
customers have to input those codes to authenticate their devices.
We use IBM MaaS360 to manage our mobile devices. If a phone is compromised, we can use IBM
MaaS360 to isolate any protected information or just wipe it out. However, we aren’t totally happy
with the solution. Honestly, IBM MaaS360 is a mess. We will probably switch to something else; I
think there are better solutions out there. IBM MaaS360 was one of the early MDM solutions, and
other entrepreneurs probably broke off from IBM and improved upon the solution. That is usually
what happens to IBM.
I don’t think that any vendors have great MDM solutions. They say that they do, but I don’t think
any of their solutions really work.
The AirWatch solution is working fine for us. We have not had any bad experiences with it.
We have a security policy that requires people to have a password or PIN to get into their phones.
We then require our employees to use an app as a secure container that encrypts everything.
People can access their emails and calendars through the app, but nothing can be saved outside
of the app. The app allows us to remotely wipe people’s phones in case the phones are breached
or lost. We also have policies that prevent people from sharing personal health information
through email. Personnel information is limited only to the HR and payroll system.
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We are in the midst of implementing a secure mobile messaging application. The system isn’t yet
live, but it is one element of our security plan. Currently, we have a PIN policy, but we technically
can’t enforce the policy until we implement our mobile device management system.
We use PatientKeeper’s software. It assumes that phones aren’t secure, so it doesn’t store
information on them. There are fingerprint and password requirements as well as additional levels
of protection. We put a lot of effort into security; our architecture and security analysis are very
rigorous. We are very comfortable with PatientKeeper’s tool and our mobile heartbeat solutions.
The apps themselves provide the encryption, so there isn’t anything outside the apps that
protects PHI.
We use Cerner’s CareAware solution, and that is our system’s standard for communicating.
We use security solutions from Cerner and from Citrix.
We require authentication for work-related applications that contain PHI. This is working and
providing us with protection that we feel comfortable with.
We have security measures in place for our phones.
I am using Imprivata’s dual-factor identification app. I am going try to get by without using
MDM. I don’t like some of the bad possibilities of MDM on people’s devices. I don’t want to take
responsibility for breaking somebody’s phone.
We are using an MDM solution right now, but we are switching to a Mobile Application
Management solution. We want to use secure applications.
Our facility intends to use the MobileIron system for MDM.
If users are on the public network, they are probably not using their own device for any EHR
access. If they want to access anything from the EHR, they still have to go through all of the
security steps to get there. Anybody that is accessing the EHR on a frequent basis is on our private
network instead of our public network.
Our policy is that PHI can’t be accessed outside of the secure apps. We can use our EMR app.
That app is available to managers, directors, executives, and providers, and the apps have to be
enabled on the back end of the EMR. We have to incur passwords and PINs, but nothing is stored
locally. Our problem is with email. Within our network, emails are secure, and limited amounts of
PHI can go back and forth. However, if people access their email outside of our network, there is
a risk. Our smartphones have to be password protected or PIN protected. Even so, the risk is still
there.
We have had the MaaS360 solution for several months, and it will soon become a standard issue. If
people want to use mobile devices in our institution, they will have to have that solution on their
phones to access their emails and directories.
Our management of BYOD devices is somewhat limited. A user needs a password, and for laptops,
iPads, and other tablets, or Android devices, remote access of our clinical systems is managed
through Citrix. We can get to our systems that require complex passwords and provisioning. That
process doesn’t work very well on our phones, although some people try to use it on phones.
Recently, our organization has deployed Haiku and Canto, which have been awesome and greatly
satisfied people. Folks who are not using our EpicCare tool in the office want it so that they can
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look things up in the hospital. That is managed via provisioning, and one must agree to make sure
the password on the device is the same complex password we demand for the desktops.
Our MDM platform allows us to encrypt and protect our phones. We can at least encrypt the
business side of the phones. We have a policy regarding all phones being encrypted. We have
internal protocols that address stolen or lost phones. If those phones are on our MDM platform,
we can track them through the platform.
We require a PIN to log in to our system off-site. Our people have to go through an authentication
process with their cell phones.
We provide a secure communications app for the users in our BYOD program.
We get buy-in fairly quickly from our physicians in terms of BYOD, but we have to manage the
devices very specifically with our AirWatch tool.
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What smartphone applications/benefits persuaded your
organization to purchase smartphones?
We use Haiku and Canto a lot on the smartphones in the organization. Our physicians also use
the Dragon platform. We use some rounding applications to make sure that people have rounded
on their units or patients. Physicians and nurses are probably our heaviest users for these
applications.
We have tried secure messaging functionality from PerfectServe, and the users struggled a bit. We
are just starting to work together with our health system to figure out what our communication
platform is going to be in the future. I am pretty sure there will be an Epic component, whether
that ends up being Rover, MyChart, or something else. We are not sure which devices we will use
or what other platforms will tie into Epic’s technology. We haven’t really made any decisions.
We use Epic Haiku, Epic Direct Secure Messaging, Mobile Heartbeat Mobile Heartbeat, and
MModal’s remote recognition software.
Outside of the Voalte solution, we currently don’t have any third-party applications on the devices.
They just have the Voalte solution, a clock, a stopwatch, and a calculator.
We have had discussions about other third-party applications, but we have never found one that is
compelling or easy enough to use. We would like to try out Epic’s Rover system. Our main holdup
with barcode scanning is the way our lab works. One of our barcode workflows requires printing
a label at the bedside, and we don’t currently have the ability to pair the mobile device with a
bedside printer. We would need a dedicated printer for each device, but that wouldn’t work for a
person who is walking around. There is also some promising technology from Zebra that lets users
pair a device to a printer through an RFID system. We might use that in the future.
The secure communications applications are not driving purchases; they are driving the need
to have devices capable of running the software. As we are moving toward the BYOD approach,
we are allowing people to use secure texting on their phone, but we are not requiring it; we have
given them other options for communicating securely. We can communicate securely on our
facility’s virtual desktops, so we really encourage nurses to use the virtual desktops instead of their
phones because we don’t have a very solid cell phone policy at the moment. We don’t want to
supply secured cell phones for everyone. We pay a stipend to people who need system access to
do their job, but we encourage them to bring their own phone.
We have some critical alerts on temperature sensitive areas. We need certain staff members to
be alerted when the temperature threshold is exceeded. We also have critical server alerts. Staff
members are able to capture images of situations and ensure that management or other staff
members deal with the situations.
Our use of the PatientSafe Solutions tool prompted our organization to purchase smartphones,
but as a result, we have utilized that tool for additional applications. We do first-dose education
through our PatientSafe Solutions tool.
Initially, we started using smartphones because we wanted to do barcode medication
administration, lab draws, and blood administration through smartphones. We later started using
the phones for communication.
I am not a fan of Mobile Heartbeat. It is a secure texting solution, and it provides a directory of
providers. Clinicians on the floor can find exactly who they need to talk to. They don’t have to
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scroll through an entire directory. All the clinicians have the device, so they can text each other
securely. We are currently using Mobile Heartbeat’s proprietary voice-over IP gateway. We plan
on moving to another vendor, but we don’t have the money to do it. Clinicians get a clinical alert
for patient lab results. Those devices can also include apps from different EMR vendors. Most
people are pretty happy with Mobile Heartbeat. However, we are extremely concerned that we
have hundreds of phones with zero usage; that indicates that the phones disappeared. These are
corporate phones that we purchased. When we call the people in that department, they assure us
that they returned the phones to IT.
The devices we choose are driven by the application we are deploying and the needs and build
of that application. So the software providers are driving a lot of the direction we go in. When we
have a choice, we go with whatever we can most easily secure; right now, the easiest devices to
secure are Apple devices. The only app we have allowed providers to use on personal devices is
Cortext, which offers secure text messaging. One of our biggest challenges is how to secure all the
apps and protect PHI.
The nursing directors love having the PatientSafe Solutions app on their devices because they
feel like they have a constant visual of the documentation and what is going on in their units. The
app is allowing them to review documentation really easily. They can do that off-site, too; all they
need is a connection. It doesn’t have to be our network connection. If the nursing directors see
something in the documentation that they question, they can send a message right then and there
to the nurse on the case.
I don’t know that any smartphone applications would have caused us to purchase smartphones.
The main reason we got a security mechanism in place was for mail.
Epic is putting a lot of time and research into their mobile platforms. Also, we use Doc Halo to
send secure messages with our smartphones.
The main reason we purchased smartphones was that we got a deal on them. We have a contract
in our state that gives us a really good deal on Verizon products, and sometimes it is cheaper to get
a Verizon iPhone than it is to buy anything else. However, there is at least one app that we have
that is only for smartphones. That is our secure messaging app. I guess if I had to designate an app
as being the biggest reason we want smartphones, the secure messaging app would be the one.
We are thinking about purchasing smartphones for our nurses, hospitalists, and other clinicians.
We want to untether people from their desks. Secure messaging is the primary reason we are
looking at smartphones.
We got smartphones basically for operational communications. There is no specific set of
functional requirements that our organization is trying to meet with cell phones. I do not know
that I would call the smartphones a perk; the smartphones are required for the employees’
jobs. For example, we want our salespeople to have phones that we can control and that can be
destroyed in case of a salesperson going to work for a competitor. Operationally, folks at the lab
frequently need to communicate with each other after hours. Different employees have different
needs for communication.
We can’t send our data securely right now; we don’t have a secure communications solution that
is HIPAA compliant. However, I let our people use medical apps on their personal smartphones.
These apps help our people to be as productive as possible. We use a lot of the medical apps that
are available. Our medical-administration group lets everyone vote on the apps we can use. Most
of the apps we use are for reference, dosing, and things like that.
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We do not allow our people to store patient information on their personal phones. Our people
wouldn’t want to use their phones for that anyway; they have laptops and tablets they can use.
Pagers are on the way out right now. I think that there are a lot of opportunities out there for
devices to be replaced. The majority of employees in a healthcare environment like mine are still
just nurses who are hourly workers. We don’t buy smartphones for them, and we can’t expect
them to use their own smartphones. When they come to work and are at the bedsides, they need
mobility tools, so I need to be able to provide them with a corporate solution.
We use our Zebra Motorola smartphones for things like secure messaging and alarm notifications.
We also use them for things like viewing lab results and for EMR mobility.
Haiku and Rover prompted us to get smartphones. The applications related to the EMR are going
to be the big things that drive people to use smartphones more. People can access the directory
and do paging through the phones.
Jabber and Spok Mobile are two other applications that we have considered. With Spok Mobile,
we can send secure texts and actually look to see who the on-call provider is. Spok Mobile helps us
know who we need to message.
We can text securely in Vocera Collaboration Suite, which is great because we can avoid having
to page doctors and wait for them to call us back. Vocera Collaboration Suite has a huge leg up
because it has voice integration, which brings everything back to a simple workflow; the app’s
secure texting is on VoIP technology. If a nurse texts a physician and the physician wants to talk
to the nurse, the physician is able to tap one button in the app and talk directly to the nurse; the
physician doesn’t have to call the nurses’ station and have the nurse tracked down.
All our respiratory therapists love the iPhones because they are so mobile. The therapists are all
over the place, and they use the iPhones to do documenting and barcode scanning.
Epic has developed their own secure communications apps for nurses and physicians, and in
those apps, physicians can take a picture, and the picture will be automatically included in a
patient’s medical record.
Vocera Collaboration Suite is fully HIPAA compliant, so photos taken within the app don’t go to
the photo repository on the phone. We don’t have to worry about storing unsecured images.
We encourage our staff members to use the app to communicate about patients, take pictures,
and make phone calls because everything is encrypted with Vocera Collaboration Suite. If staff
members want to, they can include photos they took in the app in a patient’s medical record, but
most of the time, our staff members just use the app to communicate.
We have integration between Vocera Collaboration Suite and our Epic EMR. If a critical lab comes
out of our Epic system, for example, an alert will be pushed to the correct clinicians through
Vocera Collaboration Suite.
We have integration between CareAware Connect on the MC40s and our nurse call system, so if
a patient needs ice, he or she can just hit the ice button in the nurse-call pillow speaker, and a
clinical assistant will be notified on the MC40. If a patient hits the pain button in the nurse-call
pillow speaker, an RN will be notified, and the RN can call the patient back directly on the patient’s
pillow speaker through the MC40. If a patient hits the pain button and the nurse doesn’t respond
within a minute, the system escalates the request based on the characteristics on the patient’s
profile, and the request will go to another nurse or a charge nurse. That integration really helps
the staff out. Instead of having to walk 10 miles a day on the floors, our staff members are only
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walking half as much because they can take calls directly from patients. Code-blue alerts are
also delivered through CareAware Connect in connection with our nurse call system. CareAware
Connect is a really great tool.
We are sunsetting our app for alerts and communications, Status Solutions’ SARA. We will go with
a Netpresenter tool.
We use Cisco Jabber on our devices. That is a Cisco application that allows us to use the local PBX.
We also use Zipit Confirm for secure communication, and we use DrFirst for ePrescribing.
We purchase and assign devices to nursing units and phlebotomy departments. iPhone devices
are used for the Rover application.
We have a decentralized approach to nursing, so we are highly mobile and technical. We went with
the Zebra phones so that we could put the computers in the nurses’ hands. We want them to be
alerted no matter where they are. The nurses have a few applications on their devices. One of the
applications is a secure communications solution.
People forget about the support and training for phones. Smartphones are computers that people
can carry around. Users can run applications on their phones just as they can on their computers.
However, no one really supports or does training for smartphones. We have had to struggle
internally because the smartphones have revolutionized our needs for support and training.
Our smartphones have displaced our pagers. We hope that we can reach the point where
we can use the Ascom devices in conjunction with our EMR. If that works out, we can get a
new application that will allow us to scan barcodes and administer medication through our
smartphones. If we could do those things with our smartphones, our nurses might not need to use
computers in the rooms.
We have iPhone 4s for push notifications through our alarm management middleware. Once we
go live with Cerner, we will have Cerner’s middleware, and Cerner will support our phones. Of
course, the Voalte app makes communication possible, but everything else will come from Cerner
with the exception of our existing system that we use our iPhones for.
We let our people use their personal devices to check their email, make phone calls, and receive
on-call notifications. We don’t let them use applications.
The most important thing we do is dual authentication with Duo. We also use Duo when we order
prescriptions from our devices; we can’t even write prescriptions on our smartphones without
dual authentication.
I think that the world is really beginning to understand the power of smartphones. We are using
smartphones more and more to handle protected information. However, smartphones can be
very dangerous if people don’t use them responsibly. Organizations in this industry need to use
something like AirWatch to protect the patient information on their phones.
We have talked a lot about using smartphones for medication administration, image sharing, EMR
mobility, and other things. We feel like smartphones have the capabilities we need.
Our clinical people use more functionality on their smartphones than I do. I use my device
for sending text messages, looking at emails, checking my calendar, and making calls; I also
occasionally use apps. I use travel apps if I am on the road. The physicians use their phones with
our Epic EMR; Epic has a smartphone application.
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We are trying to figure out which apps to put on our new Zebra phones and which groups will start
using the phones first. We will get Doc Halo and Epic Rover apps. We are trying to put as many
apps on the phones as possible in order to reduce the number of devices a nurse has to carry. Our
nurses are carrying Cisco phones on which the nurses receive alerts from patient monitors.
We are rolling out a Doc Halo tool at our institution.
The phones were originally chosen for the anesthesiologist doctors. Those doctors wanted phones
rather than badges, so they were basically going to be the group that used the phones. We figured
the usage would grow from there as more people adopted the phones and thought they were a
good idea.
Our nurses and physicians mainly use the smartphones for calling and texting. Because of that, we
want to purchase a secure-communications product so that we won’t have to buy a specific brand
of smartphone.
We use Canto and Haiku on our phones and tablets. We get more screen real estate when we use
these solutions on our tablets and laptops. We can see our test results and input simple orders.
However, we can’t do a lot.
We have cell phones that our nurses can pick up and carry with them at work. Also, we use several
different applications right now, including some Epic applications.
We use a system called Cureatr for alerts and alarms. We also send secure texts with our Cureatr
solution. The challenge is figuring out who to alert. We need to know who is online, who is
covering certain floors, and things like that. If somebody is on the schedule but someone else is
covering that person’s shift, things start to get difficult. Dealing with things like that is a logistical
nightmare. However, Cureatr itself works well. We just have some internal issues.
We mainly receive lab and radiology results through our EMR, which is from Epic.
Alert and alarm management didn’t drive us to purchase smartphones. I would say that email
did. Corporate emails have become the most common method of communication for nonclinical
things, but people expect to have real-time availability for email on mobile devices. Our IT service
management has also driven our purchase of smartphones. We manage our field IT staff. We give
the staff members their work through an app on their mobile devices. We wanted to have email on
mobile devices, and we also wanted to use our EHR’s mobile functionality.
Eventually, we want the alerts, EMR mobility, and secure messaging to be integrated for our
nurses, who have phones. All members of the care team can immediately get in touch with each
other.
We use tools from MModal and Everbridge.
Once we have Beaker ready, more nurses will be able to do blood draws. Epic’s application now
allows them to do a lot more documentation and medication administration. It is more functional.
Nurses have a lot of great things, like patient lists and a function to set up public transportation for
patients. I get to replace my thousand-dollar Cisco Wi-Fi phones with smartphones that are less
expensive. I save money, and I get a platform that gives me all kinds of great features beyond just
phone calls.
We don’t have our own pharmacy. We do have pharmacies at most of our sites, but they aren’t
owned by our network. The pharmacies are independent. We don’t do a ton of medication dosing
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in our office. Some specialists, such as allergists, do infusions or therapeutic injections, but that is
about it.
We are just starting to play with telemedicine. We provide telemedicine to our patients through
an app, but there hasn’t been a mass deployment of the functionality. The telemedicine piece is
there, but we aren’t using it.
Beyond using our hospital-owned MC40 phones to barcode with our Rover application, we want to
allow our physicians and nurses to communicate better with one another. From there, the scope
would really start to expand to being able to see cardiac waveforms almost in real time. Physicians
don’t want to rely on somebody else or have to drive in if they can just remotely access something.
We are going to look at things holistically and at a higher level, but we have to put first things first.
We want to be able to communicate securely and get ahold of people. From there, we will be able
to look at mobile waveforms. Then we will have to think about EMR integration and lab results. It
is difficult to think about all of these things for the long term. We also need to be able to secure the
devices.
We feel smartphones are going to be the future. Healthcare organizations have just scratched the
surface of this technology, and it will expand rapidly.
Cerner has a core product that is part of their Millennium suite called CareAware Connect that
works with iPhones and Zebra Motorola phones. When we first rolled out the Cerner solution,
Cerner recommended iPhones since we were already using them.
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What devices, if any, have you replaced or will you replace
with smartphones?
With smartphones, we have been able to replace the pagers that the doctors and nurses used in
the past. Using smartphones has also stopped us from needing to buy mobile computer carts.
We have a computer in every patient room already. Nurses use the computers pretty heavily to
document in front of patients. But doctors are not big on documenting in front of patients, so
they use their mobile device a tremendous amount for documenting. People use tablets and
smartphones, depending on their eyesight.
We are looking at getting some devices for the nursing staff that function in multiple ways. Those
devices will be iPod touches and barcode readers that would house multiple apps. The devices
help keep information secured on our network because the only Wi-Fi they would hook up to
would be our Wi-Fi. If they go outside of the facility, they won’t work.
Before we started using Epic’s Rover, we looked very carefully at our Wi-Fi infrastructure to make
sure it could support Rover; though Rover is not a high-bandwidth app, it is still dependent on
Wi-Fi communication. We didn’t want to deal with the expense of 100 cellular data services, so we
knew that Rover had to work on our Wi-Fi. Because we are only using Rover in our facility, it works
out fine.
We are thinking of making some notifications something staff members subscribe themselves to.
With so many notifications, especially for allergies, most people get tired of alerts. People respond
to their phones a thousand times, but every single alert in the EMR is causing alert fatigue. We are
looking at have users set some subscriptions. A physician could know when a patient’s potassium
level does not go back up by a certain time or when it is above a certain number. All the data
is very granular, and we are building a dashboard. We are looking at have users subscribe to
intelligent EMR alerts. Smartphones are going to be a vehicle for those.
I think our health system has the opportunity to replace any devices that we currently use in this
hospital. I think our providers and clinicians will continue to push for smartphones because our
providers know and use smartphones. I think we will head in that direction; we will just have to
keep working on the cleaning, infection control, durability, safety, security, and making sure that
the smartphones are viable devices to use.
For the most part, we have replaced our pagers with Mobile Heartbeat. Our people can use
the Mobile Heartbeat app to receive pages on their phones. Some of our older employees still
love their pagers, so we can’t do away with them completely. However, for the most part, we
communicate with cell phones.
The smartphones and other touch devices have pretty much replaced a lot of other peripherals
that were used around the clinic, such as pagers, cameras, voice recorders, and microphones.
We replaced some ASCOM handheld phones, and we also had units that were relying on landlines.
And we definitely reduced the number of pagers by making a BYOD program available to our
physicians.
We don’t use paging at all; we use a Vocera product for our communications within the hospital.
I have been asked to consider moving away from that Vocera product to smartphones, so that is
going to be something we will be considering in the future. At that point we may decide to just
issue smartphones to each nursing unit.
When a device reaches the end of its life, we replace it with a smartphone.
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We have been able to replace all of our Spectralink VoIP phones with iPhones.
We have been using our PatientSafe Solutions tool for barcode scanning for a long time. Before we
started using iPhones, we were using iPods. Technically, we did replace our iPods with iPhones.
We only use the Spectralink handheld phones in the ED and for nonclinicians’ transport and
distribution matters. We eliminated those phones in the other departments, which use iPhones
and the PatientSafe Solutions tool.
We use scanners on the floors. When we administer medication, we scan the nurse’s badge, the
medication, and the patient’s badge. We do the same thing with lab draws. We will scan the
patient, the person drawing the lab, and the different tubes that the person has drawn. We scan
the badge to complete the lab draw process.
We have gotten rid of our legacy phones and quite a few pagers, but there are some physicians
who, for some reason, just won’t give up their pagers. We only have a few of the pagers left, and it
is mostly older physicians who have kept their pagers.
We deploy our iPhones with Mobile Heartbeat, and we are migrating away from using pagers.
Instead of buying more tablets, we will do everything we can on iPhones. We will even use the
microphone on the iPhone for dictating into the EMR. We use sleds that have the barcode reader.
We have been badgering the vendor about using the native camera instead of buying expensive
sleds, but we haven’t heard back about that yet. The vendor claims that is coming in a future. They
put it on Apple, but Apple doesn’t allow open APIs. The iPhone camera is much better now, but
there was a time when the camera wasn’t capable of reading all the different barcodes.
We want to replace a few things. We want to use fewer barcode scanners, for example. However,
we aren’t at that point yet.
We are replacing our old flip phones with Zebra phones because the old ones are ancient. They are
legacy phones, and we can’t even get parts for them.
The goal with Spok Mobile is to eliminate pagers, but we are having trouble with that.
For communications, people don’t have any other options besides the iPhones. They are carrying
around the handheld devices already to do their barcoded medication administration and some
documentation. We have taken away their other tools for mobile communication, so the phones
are now their only option. We don’t give them the option of having Spectralink devices on the
floor anymore. We have taken all of those things back.
The smartphones have replaced some pagers, but some people still use pagers. We still have iPads
that patients use to sign HIPAA forms. Everything is electronic now. We have done away with all
paper in the front and back offices.
Our providers want to get rid of their pagers. They just want to carry their phones. They want
everything, including pages, to go to their phones. We can have pages sent to the phones; not
every provider uses that functionality, but our providers don’t have to carry pagers anymore.
I think we are a little concerned about how our surgeons might act. I think there are still some
outstanding issues.
If Voalte’s tool is going to be our software of choice with the Honeywell CT50 phones, we probably
won’t be able to purchase any Cisco phones, and our people will have to use the CT50 phones with
the Voalte tool. That is how we justified our project. I think we initially planned on replacing 20
Cisco phones per month.
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Our clinicians used to have key fobs, but now they have easy-to-use passes.
I think our only devices that were replaced with smartphones were the old, traditional, worn-on-abelt pagers from Motorola.
The Voalte application by itself can’t replace personal pagers, but it is probably the only
system that could help us do that. With a middleware solution and the Voalte system, we could
completely replace pagers. Some providers could go from having multiple pagers to having just
one smartphone.
Replacing barcode scanners with smartphones isn’t currently part of our plans. I believe that in
Epic’s 2016 release, they will roll out camera-based scanning. When that functionality is available,
we might consider it if someone requested it. We have the infrastructure ready for that.
We used to have pagers but those have been gone for a while. We have issued encrypted iPads and
laptops. We encrypt all of the equipment we issue to employees. I didn’t get my laptop from the
organization, so I have to log on remotely.
We are still trying to decide which device we should give to our clinicians. Our goal is to replace
our barcode scanners, legacy phones, pagers, workstations, and communications badges with the
best smartphone. This phone needs to play nicely with our EMR vendor’s applications.
Most of our processes have been automated for a very long time.
We haven’t replaced barcode scanners with our smartphones yet, but we are working on being
able to do that going forward.
Pagers will be replaced. We still have a number of staff members that carry pagers in-house for
codes and field delivery information.
The Cisco phones will be replaced.
We might replace some of the in-room devices. We have deployed computers at the bedside in the
newer part of our hospital, but we have held off in the older section of the hospital just because it
requires a lot of networking and cables to put in those types of things. Rather than proceed with
that or try to continue to purchase workstations on wheels, we might be able to leverage some
of the increasing mobile functionality to be able to capture bio signs, remove lines, and scan
medications.
Other devices just augment what we have. The Apple smartphones are true mobile devices, and
we have also added tablets to the mix. Other devices add to our workstations and mobile devices.
We are really pushing Epic to develop soft-scanning functionality for blood scanning and
medication scanning so that we can use the cameras on our phones to scan a barcode. In the long
term, we would like to be able to soft scan without a sled. We want to be able to soft scan on our
phones instead of having to use a physical barcode scanner. There are apps that can soft scan
barcodes. Some third-party vendors have developed that functionality, but Epic hasn’t built it yet.
Of course, that functionality isn’t exactly easy to engineer.
Nurses used to have Cisco phones, and now nurses have MC40s. The only way for the nurses
to communicate, with the exception of desk phones, obviously, is through CareAware Connect
on their MC40s. We are driving usage of CareAware Connect through technology, and, to some
degree, we are driving usage by telling nurses that CareAware Connect is going to make their lives
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easier. With CareAware Connect, if a nurse is at the other end of a hall and someone wants to call
that nurse, the call goes directly to the intended nurse instead of the call being delivered to a
desk phone. That process requires the nurse who happens to be by the desk phone to go find the
nurse the call was intended for to deliver the message. Patients can also talk to their nurses and
clinical assistants directly. If a patient wants ice, the patient can hit the ice button on the nurse call
system, and a clinical assistant comes. CareAware Connect cuts down on the unnecessary walking
nurses have to do for the many patients they care for.
Our nurses have a high usage of CareAware Connect because the software is mandated. It is part
of their workflow. We aren’t instituting barcode scanning with CareAware Connect yet. We will
have to purchase additional packages to have that functionality. The code for that functionality
was made only a few months before CareAware Connect went live, and we didn’t want to
introduce code that we would have to retest and that we could have issues with, so we are not
introducing barcode-scanning functionality yet, but we definitely plan to.
We are going to be replacing roughly 75% of our barcode scanners with an app on the iPhone.
That app will also be good for secure text messaging and will run our Netpresenter system for
internal communications and alerts. Our new technology will also be replacing pagers and some
desk phones.
Eventually our smartphones will be able to replace other devices like barcode scanners.
As our applications are evolving, we are replacing older devices more and more. We had a
Motorola device that was dedicated to doing specimen collection at one of our facilities. We
replaced it with iPhones because the Rover application runs on them. When the phlebotomists
are carrying iPhones for specimen collection, they are also using them as wireless phones on our
Vocera application. The application use case is driving us away from pagers. Very few people ask
for a new pager. There are some dead zones in the hospital, but even in places with lead-lined
walls, pagers work well. Smartphones do not, so those areas may be the exception. More and
more people prefer to carry a single device. We had a web application where users could do text
paging. When we started providing those capabilities, it became easier for people to get rid of the
pagers, but the transition is always driven by our business case and applications instead of people
wanting the next toy.
We have replaced the previous smartphones we used to have, and we have also replaced some
pagers. People no longer need to carry pagers because we can just send alerts to their phones. We
also use our smartphones for barcode scanning. At this point, the smartphones haven’t replaced
our scanners. We still have scanners in every room. The application that we use for barcode
scanning is limited. It works well for easy scans, but it doesn’t do the job for major scans that
require a lot of documenting. We don’t know whether the smartphones will replace our other
application.
I believe our housekeeping staff used to have a pager; that is not the case anymore. I believe the
cardio-pulmonary department had pagers; that isn’t true anymore, either.
Our smartphones have displaced our pagers. We hope that we can reach the point where
we can use the Ascom devices in conjunction with our EMR. If that works out, we can get a
new application that will allow us to scan barcodes and administer medication through our
smartphones. If we could do those things with our smartphones, our nurses might not need to use
computers in the rooms.
We will be replacing our legacy phones from Spectralink and the iPhones that we are currently
using for the Voalte application. I am also hoping to get rid of some pagers that our code teams
and residents use.
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The smartphones have not yet been deployed, but our intention is for the nurses to use them
instead of PBX phones and workstations.
Smartphones have replaced some of our nursing tools.
We are looking at secure messaging and alarms and verification codes, and those things might
drive us toward using the Samsung smartphones or the Zebra smartphones. Those devices can be
used for a variety of things, such as barcode scanning, phone calls, and secure text messaging. As
opposed to using multiple devices, we will standardize to a single device in the future.
We haven’t replaced any of our devices with smartphones. Smartphones are just add-on tools
for us. To be fair, we use our smartphones to write prescriptions now. We don’t use paper for that
anymore. However, apart from that, we just use smartphones to augment our processes. We use
our smartphones to communicate, access our EMR, and access our PACS. However, we use other
solutions to do all of those things, too. We haven’t replaced anything.
We believe that we can replace our pagers, barcode scanners, and computers on wheels with
smartphones. That should be very doable. However, we don’t know whether we will be able to
replace our hands-free communication badges. That will depend on the area.
We want to get all-in-one devices for our nurses. We kicked quite a few out of the picture. Once we
have finished testing our Zebra phones and our people feel good about the phones, we will need
to find funding. It isn’t cheap to get new phones.
We have not replaced any of our devices with smartphones.
We did not get the hands-free communication badges. We have cut significantly into our internal
pager system. With our Doc Halo tool, we don’t manage the community-wide paging system, but
it has been having problems, and we have migrated a good portion of our physician community
and other people off of the community-wide paging system and onto the Doc Halo tool. Providing
the AirWatch tool for security made the transition to having only BYOD devices more palatable.
We executed well on that. We had been in a very prolonged period of reducing the number of
employer-provided cell phones. Now we are down to supporting just a handful of role-based
phones.
Most of our limited tablet utilization is around Epic’s Canto. Most of our doctors use Haiku on their
phones, and the doctors who do use Canto do so at a minimal level. We have tablets for our house
supervisors so we don’t see the BYOD or internal cell phones as competitors of the tablets. We see
tablets as an alternative to carts, but they are a pretty poor alternative. Only someone like a house
supervisor who is really mobile and doesn’t have to do a lot of in-depth charting would find the
tablets useful. We just rolled out the Cisco telephone system at our contact center. We have three
other phone systems across our enterprise. We want to converge to Cisco. I am intentionally doing
that slowly in the hospital setting because I am hopeful that the deployment of our noncellular
smartphones in the hospital will decrease the number of handsets needed.
Vendors are trying to offer smartphone solutions that offer mobility; instant notifications;
and immediate access to charts, results, graphs, trends, and images. Offering all of that on a
smartphone is difficult.
We used to have Spectralink phones. We also had Vocera devices for a few years. Before that, we
used pagers, but we wanted two-way communication. Because of that, we replaced our pagers
with specialty communication devices. Now, we are replacing those devices with smartphones.
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Healthcare organizations want phones that can do a lot more than typical specialty phones.
Because of that, we are setting up a team of mobile developers to create new apps. Until recently,
we were only doing mobile web development; we were only working on our interactive mobile
website. Now, we are actually trying to develop apps for Apple and Android phones.
We will be replacing barcode scanners in the near future.
Overall, we have had very good results and a good impact at our site. Our users are happy, and
they cooperate with us, which is key.
We haven’t replaced any barcode scanners, and we don’t anticipate to. We also have a Vocera
system, but we don’t anticipate replacing it with smartphones. However, we do want to replace
the legacy phones. Having more people with mobile phones means that we don’t need as many
fixed handsets. We probably won’t replace the tablets with mobile phones, though. People use
both devices for different reasons. Our mobile devices have reduced the need for portable or fixed
workstations. Team members just use one workstation and their smartphones.
A lot of our pagers have gone away. We would like to replace barcode scanners, but the timing
isn’t right. It is too expensive to purchase phones for everyone at once, so we haven’t completely
replaced the barcode scanners. The iPhone is the barcode scanner of the future. The problem is
getting an application that fits in the workflow. We are testing the barcode scanning with a nursecentered workflow tool called PatientTouch, but there will be cost for implementing that. The life
cycle of our two-dimensional barcode scanners changed, so the products need to be upgraded.
The timelines don’t mesh, so we won’t be able to transition as neatly and cleanly as we wanted.
I think the smartphones have replaced our pagers for now. I don’t know whether the smartphones
will replace tablets or workstations on wheels. I am not sure that a phone is the best product to
use for the things we use tablets and workstations to do. I don’t know our plans in that area.
We are looking into replacing our microphone devices with voice-to-text applications.
I get to replace my thousand-dollar Cisco Wi-Fi phones with smartphones that are less expensive. I
save money, and I get a platform that gives me all kinds of great features beyond just phone calls.
We want to replace our barcode scanners, pagers, and the Spectralink handsets we use now.
Our smartphones won’t affect our workstations, but the smartphones will affect the use of pagers
in our institution. The total volume of pagers that we have will decrease.
We expect to replace barcode scanners next.
We would have replaced our barcode scanners with iPhones in conjunction with Cerner’s
technology, but we are suspending our rollout to reevaluate our future EHR direction. We rolled
out some iPhones in place of some pagers and Spectralink phones.
As we move forward, we may revisit using Android phones instead of Apples phones. I use a
corporate iPhone, but my personal phone is an Android. In a lot of ways, I like the Android
operating system more than iOS. The Android operating system gives us a lot more options. For
some people, that is the reason they don’t like Android phones. But I like to be able to configure
everything under the sun on my Android phone. The Apple operating system is very limited in
terms of configuration.
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