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BYOD Strategy is the Key to Achieving the Five Rights of 
Clinical Communication
Hospital and Health System IT Leaders Share Insights 
on the BYOD Trend 
Mobile devices are transforming the efficiency of healthcare com-
munication and care coordination, while also creating new chal-
lenges for many information technology (IT) leaders at hospitals 
and health systems. From security concerns to support issues, the 
“Bring Your Own Device” (BYOD) trend can threaten an organization 
if the right policies and communication platform are not in place. 

To understand BYOD demands, preferences, and potential gaps and 
opportunities, Vocera Communications surveyed more than 100 
healthcare IT leaders during the 2015 HIMSS Conference. According 
to the findings, many hospitals and health system IT leaders are still 
grappling with BYOD. In fact, most of them recognize the growing 
demand for BYOD, yet lack a strategic plan to address it. The main 
challenge is designing policies and infrastructure that empower care 
teams to securely communicate to the right person with the right 
information at the right time on the right device in the right location. 

Secure Patient Health Information 
While 64% of survey respondents said 
their organization supports BYOD (either 
explicitly or by default), 73% indicated 
secure texting and messaging via elec-
tronic health records (EHRs) are pain 
points that will require significant IT sup-
port in 2015 – issues that are exacerbated 
by BYOD. Healthcare IT leader concerns 
are validated in a 2014 survey by Spyglass 
Consulting Group, which revealed that 
92% of physicians use SMS, an unsecure 
communication method, for patient care; risking HIPAA violations, 
data breaches, and fines of up to $1.5 million per year.

Support the Right Device
Many hospitals and health system lead-
ers acknowledge BYOD and text mes-
saging create security and support 
challenges, but IT leaders have yet to set-
tle on the right communication platform 
or solution to solve the issue across their 
systems. Only 26% of survey respondents said their organizations 
have a platform or clear plan to implement a platform to support 
secure communication that integrates into the EHR. With major IT 
undertakings such as EHR implementation, meaningful use attes-
tation, and clinical data integration, BYOD has likely not risen to 
the top of the IT priority list.
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Connect Care Team Members, Anywhere
An increased focus on improving popu-
lation health coupled with the rise of 
Accountable Care Organizations (ACOs) is 
elevating the importance of provider col-
laboration inside and outside a care facil-
ity. Even in advance of payment structure 
transformation, non-employed physicians, 
who still drive the majority of referral business at most hospitals, are 
demanding access to work-related IT applications on their mobile 
devices. Yet, only 38% of survey respondents said they have a solu-
tion to manage and support affiliated physicians who use their own 
device(s). Looking ahead, 63% of respondents said they either have no 
plans to or won’t make “supporting affiliated physician communica-
tion via texting, voice calls and data sharing” a priority until after 2015.

Prepare for Future BYOD Trends
The demand by clinicians to use their own 
devices for patient care appears to be 
unrelenting. Only 10% of survey respon-
dents said they think BYOD is “going 
away.” Yet, the majority of IT leaders are 
optimistic about the mobile trend. 56% 
expect their IT policies will become more 
accepting of BYOD in the near term, and 
68% indicated that BYOD will be fully sup-
ported in their organization by 2018. 

Bridge Communication Gaps  
with the Right Solution
Taking a “right device” view is critical for 
long-term success as BYOD continues. 
Hospital IT executives need a solution 
that provides flexibility and allows physicians, nurses, and other 
employees to work via their preferred devices without compromis-
ing data security and integrity. Maintaining trusted relationships 
with care teams and affiliated physicians is also vital for organiza-
tional growth; and their secured connectivity is critical to workflow 
efficiency, patient safety, and achieving high-quality outcomes. 
Hospital and health system leaders who want to keep patient data 
secure, attract physician groups, and improve clinical efficiency 
should establish a BYOD policy and implement an enterprise-wide 
communication platform to securely connect care team members 
instantly via voice, text or data—regardless of their device or loca-
tion. The solution must be easy to use and capable of integrating 
with EHRs, nurse call systems, patient monitoring tools, bed man-
agement, laboratory reporting, and other clinical systems.
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